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FaMe-FM Release 5:

Installation and configuration of the FaMe-IIS-Plugin
(FameHandler.dll) for 1IS 8 on Windows Server
2012/2016/2019

plus

Installation and configuration of the FaMe PDF Writer and
Graphics Module for IIS on Windows

Audience

This document is intended for use by system administrators that are going to install the FaMe
IIS Plugin and/or the FaMe PDF Writer or Graphics Module on Windows 2012 systems.

About this document

This document covers the installation of FaMe IIS Plugin version 3.0 for Oracle 12¢ on
Windows Server 2012:

e Basic setup of the 1IS

e Oracle client installation and configuration

e Setup and configuration of the FaMe IIS plugin

e Setup of the FaMe PDF writer (external program running as Perl CGI script)
e Basic function tests

Please note: This document basically applies as well to Oracle 19¢ installations on
Windows Server 2016 and 2019. The FaMe IIS Plugin is available for Oracle 19¢ as well.

How to use this document

This document explains the installation of the software components in detail and at length.
Parts of it may not be needed for the planned installation and are intended for use as a
reference.

The chapter I The FaMe 1S Plugin (FameHandler.dll) is a short introduction to the Fame IIS
plugin.

The chapter 2.1 Overview provides information about the chapters to refer to, depending on
the functions to install.

For the quick installation of the FaMe IIS Plugin, the FaMe PDF Writer, and the FaMe
Graphics Module there are checklists in chapter 2.2 Quick installation guides.
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1 The FaMe IIS Plugin (FameHandler.dll)

The FaMe IIS Plugin provides the interface between webserver and database for the web-
based FaMe FM 5 database application.

FaMe-FM Version 5 is a web-based database application for Oracle databases. The
application functions are written in the PL/SQL language and are installed and run inside the
database. The FaMe IIS Plugin translates CGI requests for its configured virtual path into
PL/SQL calls for the database.

A call to

http://server/path2app/fame/mypackage.the procedure?paraml=valuel&param2=value?2

is translated by the FaMe IIS Plugin to a procedure call:

begin
%ypackage.the_procedure(paraml=>’valuel’, param2=>'value?2’) ;
end;
and sent to the database for execution. The result produced by the procedure is retrieved from
the database by the plugin and returned to the web client; in most cases a browser.

Please note that in any case the virtual path to the database has exactly 2 directory levels of
which the 2™ is always fame:

http://server/path2app/fame/

The 1st directory in the path, path2app, may be renamed to any valid URL directory name
you choose. The 2" level fame is required by the FaMe application internally and must not
be changed.

It is possible to configure several database URLs on the server, for instance, test and
production:

http://server/fame prod/fame/
and

http://server/fame test/fame/
may be on the same server.

The configuration is done via the web.config file. See chapter 2.5.8 web.config file.

In the database the Oracle PL/SQL Web Toolkit is used as application framework. It is part of
the Oracle database’s standard set of packages.

This plugin also provides the ability to use integrated Windows authentication (“single sign-
on”) for the FaMe application, allowing for Windows users to log in to FaMe with their
Windows accounts and current Windows session. To actually use integrated Windows
authentication with the FaMe database application further settings have to be applied inside
the FaMe application.

The FaMe IIS Plugin is set up as IIS handler for virtual paths mapped to databases. The
resources inside these paths are the PL/SQL procedures in the database schemas the plugin
connects to.

The plugin is provided as a DLL. It requires the .net 4.0 library and a 64 bit Oracle 12c¢ client
installation on the webserver.
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1.1 Setup described in this document
This document illustrates how to
e Install and set up the Microsoft Internet Information Server (11S) on Windows Server
2012 for use with the FaMe FM V5 database application

e Install and configure the FaMe 1IS Plugin (FameHandler.dll) and the Oracle client
needed to run this plugin

e Install and configure the FaMe PDF Writer and the required Perl interpreter
e Install and configure the FaMe Graphics Module and the required Perl interpreter

Browser

A 4
Webserver
Windows Server 2012

1S

FaMeHandler.dll

Oracle client

FaMe PDF Writer

Perl

Oracle database

FaMe I1S Plugin and PDF Writer setup

After a successful setup the FaMe VM V5 application should be available via the webserver.
In most places throughout this document the URL for the application is assumed to be

http://server/path2app

with the virtual path /path2app being used as an example.
With this example URL the virtual path to FaMe database procedures is

http://server/path2app/fame/<package.procedure>

e.g.
http://server/path2app/fame/std util pk.login
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The FaMe PDF Writer will have this URL using the example virtual path:
http://server/path2app/perl/pdf report.pl

The FaMe Graphics Module will have this URL using the example virtual path:
http://server/path2app/perl/fm5 chart.pl

Files for the application that reside on the webserver will be in these virtual paths:

http://server/path2app/html/
http://server/path2app/image/
http://server/path2app/js/
http://server/path2app/jquery/

and possibly some more.

1.2 System requirements

Please note: this section does neither cover Windows Server 2016 and 2019 nor Oracle
19¢ currently.

Concerning the Perl interpreter installations using Strawberry Perl are supported but
not yet documented.

The installation of the FaMe IIS plugin requires

e FaMe IIS plugin version 3.0.12102.X or 3.0.12201.X, 64 Bit, depending on the Oracle
software version installed

e  Windows Server 2012 Standard R2 (Windows Server 2012 should be working but
have not yet been evaluated)

o IISS

e Microsoft .net framework 4.0 or higher, 64 bit

e Oracle-Client 12.1.0.2 or 12.2.0.1, 64 Bit with these components:
o Oracle Net
o Oracle Data Provider for .NET
o Oracle Data Provider for ASP.NET

If Oracle Server software is installed on the machine in question a separate client is not
needed. If the Oracle software installed is of any other version, contact FaMe support to
get the FaMe IIS Plugin’s version compiled for that Oracle software version.

The FaMe PDF writer -if it is to be installed- requires
e FaMe PDF writer Perl library

e Perl interpreter: use Active State Perl here. If PDFIib 9.1 and ChartDirector 5.1 are in
use together (i.e. PDF Writer and Graphics Module), ActivePerl 5.20 is the only Perl
interpreter version supporting both. If no Graphics Module is to be installed use
ActivePerl 5.24.

e PDFIib library (PDF Writer only, commercial, to be licensed individually per server)
current version is 9.1.2

e ASE Perl ChartDirector library if graphical reporting functions are in use (graphics
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module only, commercial library, contact FaMe support for license)
version 5.1

1.3 Version history of the FaMe IIS Plugin
The version history is provided as a separate text file named Versions-FaMe-11S-Plugin.txt.
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2 Installation

2.1 Overview

For installation of the FaMe IS plugin the following parts of this document apply:

Chapter (click onto the links below to get
there)

2.3 Adding the .net 4.5 feature and
webserver role (11S) to Windows Server
2012 (Page 13)

2.4 Oracle client installation
(Page 20)

2.5 11S configuration for the FaMe 11S
Plugin and setup for the first database
connection (Page 33)

2.5.8.4 Second FameHandler definition for
the FaMe PDF Writer (Page 41)

2.10 Setting up the FaMe Graphics module
(Page 79)

2.2 Quick installation guides

When to apply

Always

Only if the installation is not done on a
server with Oracle Server installed,

but you may refer to section 2.4.6 TNS
configuration for database connections vs.
EZCONNECT for configuration and testing
of the Oracle database connection in either
case.

Always

Only if the FaMe PDF Writer is installed as
well and Integrated Windows authentication
is used

Only if the FaMe Graphics Module is to be
installed

2.2.1 Quick installation of the FaMe [IS Plugin

To install the FaMe IIS Plugin quickly

e read chapter 1 to get a basic idea of the FaMe IIS plugin

e configure the IIS according to chapter 2.3 Adding the .net 4.5 feature and webserver
role (IIS) to Windows Server 2012 (page 13).

e If neither an Oracle client nor Oracle server is installed, install an Oracle client version
12.1 or 12.2. If you are familiar with Oracle clients, you may skip chapter 2.4 Oracle

client installation.

e Make sure the Oracle ODP.NET (oracle.dataaccess.dll) and ASP.NET libraries
(oracle.web.dll) are installed properly. Refer to chapter 2.4.5 ODPnet libraries and
their registration in the Windows Global Assembly Cache (GAC)

Alternately, copy these DLLs into the webserver’s bin directory.

e Choose a virtual path for your FaMe FM application and create a directory for it under
the IIS’s document root (usually c:\inetpub\wwwroot). Unzip the package of static
application files for your FaMe FM application into that directory.

Example: c:linetpub\wwwroot\path2app
9.12.2021

Rev. 1.10

Page 10 of 85



FA

FaMe-11S-Plugin 3.0 for 11S8 and newer and FaMe PDF Writer — Installation guide

Throughout this document this application directory has been named path2app as an
example. You will most probably choose another name.

Follow chapter 2.5 I1IS configuration for the FaMe IIS Plugin and setup for the first
database connection to get the FameHandler.dll installed and configured.

Try to call both the getVersion page and a database procedure as described in chapter
2.5.9 Basic test of the FaMe I1S Plugin

If this doesn’t work refer to chapter 2.5.10 Troubleshooting: If the FaMe IIS Plugin
doesn t work

2.2.2 Quick installation of the FaMe PDF Writer

First decide whether the FaMe Graphics Module is to be installed as well.
If yes: install Active Perl 5.20
If no: install any one of Active Perl 5.20, 5.22, or 5.24

You need
e ActivePerl 5.20, 5.22, or Perl 5.24 — see previous paragraph. Use a 64-bit version.
e PDFlib version 9 for Perl, 64 bit
e ASE ChartDirector library for Perl if you want to install the graphics module as well
e FaMe PDF Writer library package
e FaMe PDF report template package for your application
e FaMe IIS plugin installed and configured for your database

Installation procedure for the PDF Writer:

The FaMe PDF Writer requires the FaMe IIS Plugin as gateway to the database. See
previous section for quick installation procedure.

Install ActivePerl 5.20 or 5.24; select version as explained above

Extract the FaMe PDF Writer installation package (zip format) into a temporary
directory of your choice. Copy the folder FaMe FMS5 to the installation package (it’s
inside the /ib folder) to c:\Perl64\site\lib. There should be a folder
c:\Perl64\site\lib\FaMe FM5 now.

Copy 2 files from the PDFlib installation package into the dame site\lib folder:
bind\perl\pdflib_pl.pm from PDFlib into c:\Perl64\site\lib

If you have ActivePerl 5.20:

bind\perl\ ASperl520 \pdflib_pl.dll from PDFIib into c:\Perl64\site\lib

If you have ActivePerl 5.24:

bind\perl\ ASperl524 \pdflib_pl.dll from PDFlib into c:\Perl64\site\lib

Copy the files pdf report.pl and pdf report.conf from the cgi directory in the
installation package to the perl subfolder of the FaMe application directory.

Extract the package with PDF report templates for your FaMe application into the
subdirectory html/tmpl of the FaMe application directory.

Edit the pdf report.conf'you copied into the per/ subfolder. A minimal pdf report.conf
file is shown in section 2.9.11 Basic PDF Writer configuration.

Create a directory logs under the per/ folder and set full control permission for the
TUSR user as this directory is used for logs and temporary files.

In the IIS manager convert the perl folder to an application, set anonymous access,
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and configure a script mapping for .pl files using the Perl interpreter. See 2.9.13 IIS
configuration for Perl scripts (page 70) for instructions.

Instead of setting the script map in IIS manager you may copy the web.config file
shown in that chapter into the per/ folder but check the paths inside the file for
correctness.

Converting the per/ folder to an application must done in any case.

You might add the optional Perl module GD::Barcode and Barcode::Codel28. This is
covered in section 2.9.9Barcode libraries GD::Barcode and Barcode::Code128 (Page
67)

To test the FaMe PDF Writer, open the FaMe application in the browser and log in as
an administrative FaMe user, preferably as the Egon user, provided you have the
password. Follow the instructions in chapter 2.9.14 Testing the FaMe PDF Writer

(page 75).

2.2.3 Quick installation of the FaMe Graphics module
You need

ActivePerl 5.20, 64-bit

ASE ChartDirector library 5.1 for Perl
FaMe PDF Writer library package
Oracle client installed and configured

Installation procedure for the FaMe Graphics Module

If you already installed the FaMe PDF Writer skip these 3 steps,
otherwise, they to be done now:

o Install ActivePerl 5.20

o Extract the FaMe PDF Writer installation package (zip format) into a
temporary directory of your choice. Copy the folder FaMe FMS5 to the
installation package (it’s inside the /ib folder) to c:\Perl64\site\lib. There
should be a folder c:\Perl64\site\lib\FaMe FMJ5 now.

o Create a directory logs under the per! folder, set anonymous access, and set full
control permission for the IUSR user as this directory is used for logs and
temporary files.

Open the Perl ChartDirector installation package and copy all files from
the zip’s ChartDirector\lib folder into c:\Perl64\site\lib

From the FaMe PDF Writer’s installation package copy these 2 files into the
application’s perl folder:

fm5_chart.pl

fm5_chart.conf

Edit the configuration file fm5_chart.conf according to section 2.10.4 Configuration
file fm5_chart.conf (page 80). You will need the database’s host name or
EZCONNECT data to set the database connection. Database username is always
FAME_WEB.

Test the graphics module according to section 2.11 Testing the FaMe Graphics
Module (page 81)
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2.3 Adding the .net 4.5 feature and webserver role (II1S) to Windows
Server 2012

The IIS is a server role that has to be activated using the server manager.

Server Manager

]

@ v Server Manager * Dashboard

5 Dashboard WELCOME TO SERVER MANAGER

Local Server
n Configure this local server
QUICK START

2 Add roles and features

H5 ANl Servers

W§ File and Storage Services P

3 Add other servers to manage
WHAT'S NEW _
4 Create a server group

5 Connect this server to cloud services

Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:1 | Servergroups: 1 | Servers totak 1
= File and Storage
Services
Manageability Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

Select Add roles and features and skip the next page titled ,,before you begin”.
Select role based or feature based installation on the consecutive page:

BE |

DESTIMNATION SERVER
FaMeVMOs

7 Add Roles and Features Wizard

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.

Insta Cancel

< Previous

Select the server you are about to modify:
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[ Add Roles and Features Wizard = | = -

DESTIMATION SERVER

Select destination server T

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

() Select a virtual hard disk

Server Selection

Server Pool

el

Filter:

Name IP Address Operating System

FaMeVMO5 192.168.201.225 Microsoft Windows Server 2012 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

= Previous Install Cancel

2.3.1 The .net 4.5 framework feature

The .net 4.0 framework is required for the FaMe IIS plugin. Windows Server 2012 provides

version 4.5 as an installable feature:

= Add Roles and Features Wizard == -

DESTINATION SERVER

Select features

Before You Begin Select one or more features to install on the selected server,

Installation Type Features

I [] .NET Framework 3.5 Features
PRRCTW.NET Framework 4.5 Features (2 of 7 installed)
V| NET 4.5 (Ins )

stalled)

W[ ASP.MET 4.5 (Installed
I [W] WCF Services (1 of 5 installad)
> O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Netwark Unlock
[] BranchCache
[[] Client for NFS
[[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering
L R - - b

< n >

< Previous Mext >

FaMeVMOs

Description

.NET Framework 4.5 provides a
comprehensive and consistent
programming model for quickly and
easily building and running
applications that are built for various
platforms including desktop PCs,
Servers, smart phones and the public
and private cloud.

Install Cancel

This feature installation will be handled automatically with the installation of the ASP.net 4.5
feature as shown in the next section. The WCF services option is not changed here.

2.3.2 lIS role and features

Select the role to add (IIS). Continue even if IIS is already installed as there may be IIS

Rev. 1.10 9.12.2021
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features not yet activated. Basically, these IIS features are required:
ISAPI extensions

ASP.net 4.5

CGI scripting

Integrated Windows authentication

= Add Roles and Features Wizard = [ = -

DESTINATION SERVER

Select server roles FaMeVMOs

Before You Begin Select one or more roles to install on the selected server.

Installation Ty Roles Description
o A Active Directory Certificate Services
[ Application Server (AD CS) is used to create
[] DHCP Server certification authorities and related
[ DNS Server role services that allow you to issue

and manage certificates used in a

[ FaxServer variety of applications.

> [®] File and Storage Services (2 of 12 installed)
[] Hyper-V
[[] Metwork Policy and Access Services
[] Print and Dacument Services
[[] Remote Access
[[] Remote Desktop Services

[] volume Activation Services

> [m] Web Server (IIS) (17 of 43 installed)
[] Windows Deployment Services
[] Windows Server Essentials Experience
[[] Windows Server Update Services

< Previous Next » Insta Cancel

Adding the IIS will ask for the management console to be added as well:

[ Add Roles and Features Wizard .

Add features that are required for Web Server (I15)?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Web Server (lIS)
4  Management Toels

[Tools] 1IS Management Console

Include management tools (if applicable)

Add FeaturesEH Cancel |

The following screenshots show the IIS options which are either required or recommended for
the FaMe IIS plugin:
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DESTINATION SERVER

Select server roles FalevhOs

Before You Begin Select one or more roles to install on the selected server.

Installation Typa Roles Description
Server Selection ) |~ | Security provides infrastructure for
4 [W] Web Server (IIS) (17 of 42 installed) securing the Web server from users
4 [m] Web Server (16 of 34 installed) and requests. lIS supports multiple
Features 4 [E Common HTTP Features (5 of 6 installed thentication methods. Pick an

riate authenticati h
e
Directory Browsing (Installed) Filter all incoming requests, rejecting
HTTP Errars (Installed) without processing requests that ]
Static Content (Installed) a match user defined \h.ill..les, or restrict

requests based on originating
HTTP Redirection (Installed) address space.

[[] WebDAV Publishing

> [H] Health and Diagnostics (2 of b installed) =
|> [m] Performance (1 of 2 installed)
3
> [®] Application Development (6 of 111
b [] FTP Server (-

- v

<] n [T>] |

< Previous | | Next » | | Install | | Cancel

DESTINATION SERVER

Select server roles FaMevhOs

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Senzerjseiection 4 [H] Web Server (I5) (17 of 43 installed) focaithland Iiagnostic nrovides

R infrastructure to monitor, manage,
4 [B] Web Server (16 of 34 installed) and troubleshoot the health of Web
Features [ [M] Common HTTP Features (5 of 6 installed) servers, sites, and applications.

[] Custom Logging
Logging Tools (Installed)
[] ODBC Logging
1 Request Monitor
[] Tracing
[ [W] Performance (1 of 2 installed)
I [m] Security (2 of 9 installed)
I [®] Application Development (6 of 111
b [] FTP Server

]

<Previous | [ Next> | | Instal | [ Cancel

Rev. 1.10 9.12.2021 Page 16 of 85



FaMe-11S-Plugin 3.0 for 11S8 and newer and FaMe PDF Writer — Installation guide

Select server roles

Before You Begin

Installation Typa

Server Selection

Features

Select one or more roles to install on the selected server.

Roles

[[] Remote Desktop Services .
[[] Wolume Activation Services
4 [H] Web Server (IS) (17 of 43 installed)
4 [H] Web Server (16 of 34 installed)
[> [m] Common HTTP Features (5 of § installed)
[» [®] Health and Diagnostics (2 of 6 installed)

Static Content Compression (Installed)
[] Dynamic Content Compression

DESTINATION SERVER
FahleWMOS

Description

Performance provides infrastructure
for output caching by integrating
the dynamic output-caching
capabilities of ASP.NET with the
static output-caching capabilities
that were present in 1IS 6.0. IS also
lets you use bandwidth maore
effectively and efficiently by using
common compression mechanisms
such as Gzip and Deflate.

b ] Security (2 of 9 installed) =
p [®] Application Development (6 of 11 installed
b [ FTP Server
- [®] Management Tools (1 of 7 installed) -
[[] Windows Deployment Services z
<] n [1>]
< Previous | | Next » | | Install | | Cancel

Select server roles
Before You Begin
Installation Type

Server Selection

Features

Rev. 1.10

Select one or more roles to install on the selected server.

Roles

[®] Common HTTP Features (5 of 6 installed)
[®] Health and Diagnostics (2 of b installed)
[®] Performance (1 of 2 installed)

Request Filtering (Installed)

[] Basic Authentication

[[] Centralized S5L Certificate Support
[ Client Certificate Mapping Authenticatic
[] Digest Authentication

[ 1S Client Certificate Mapping Authentic
[] 1P and Damain Restrictions

[] URL Authorization

Windows Authentication (Installed)

<| n

@] Application Development (6 of 11 installed] |

DESTINATION SERVER
FaMeVMOS

Description

Security provides infrastructure for
securing the Web server from users
and requests. lIS supports multiple
authentication methods. Pick an
appropriate authentication scheme
based upon the role of the server.
Filter all incoming requests, rejecting
without processing requests that
match user defined values, or restrict
requests based on originating
address space.

Install | [ Cancel

9.12.2021
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Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection [ M| Performance (1 of 2 installed)

p (W] Security (2 of 9 installed)

[>

Features ment (6 of 11
[] NET Extensibility 3.5

NET Extensibility 4.5 (Installed)
[ Application Initialization

ASP (Installed)

[] ASP.NET 25

ASP.MET 4.5 (Installed)

CGl (Installed)

ISAPI Extensions (Installed)
ISAPI Filters (Installed)

[ Server Side Includes —
[] WebSacket Protacal

b 1 ETD Ganar v
< | " [1>]

DESTIMATION SERVER
FahleWMOs

Description

Application Development provides
infrastructure for developing and
hosting Web applications. Use these
features to create Web content or
extend the functionality of lIS. These
technologies typically provide a way
to perform dynamic operations that
result in the creation of HTML
output, which IIS then sends to fulfill
dlient requests.

= Previous | | Mext » | | Install | | Cancel

After adding all required IIS features click ,,Next“ to proceed...

Confirm installation selections

DESTIMATION SERVER
FaMeVMO5

| A, The destination server has a pending restart. We recommend that you restart the destination server before either installing 0... X

Before You Begin

To install the following roles, role services, or features on selected server, click Install.

Installation Type

Server Selection

Server Roles their check boxes,

Features

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

‘Web Server (lIS)
Management Tools

Web Server Role {lIS)

Role Services

115 Management Console

Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errars
HTTP Redirection

| >

<]

Export configuration settings
Specify an alternate source path

< Previous | | MNext >

| [ st ][ cancel

... and finally “Install”:

Rev. 1.10 9.12.2021
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O FAME

Installation progress

View installation progress

o Starting installation
I

Web Server (lI5)
Management Tools
115 Management Console
Web Server
Common HTTP Features
Default Document

Directory Browsing
HTTP Errors

HTTP Redirection
Static Content

Health and Diaanastics

Export configuration settings

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

DESTIMATION SERVER
FahleWMOs

[>]

< Previous | | Mext > |

Rev. 1.10
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2.4 Oracle client installation

To connect to the database the FaMe IIS plugin requires an Oracle 12c 64 bit client with the
ODP.net library. If this is not present on the server it has to be installed. An Oracle database
server software installation includes this client, so an extra client needs not to be installed if
the server software is in place.

2.4.1 Required Oracle client components
e Oracle Net

e Oracle Data Provider for .NET (ODP.net)
e Oracle Data Provider for ASP.NET
e Optionally / recommended:

e SQL*Plus

The Oracle Data Provider libraries are either selected explicitly on installation or may be
installed as part of the Oracle Programmer option which can be selected from the component
list when running the installation.

2.4.2 FaMe IIS Plugin versions and the required Oracle client software
version

The version of the ODP.net library the FaMe IIS plugin has been compiled against is part of
the plugin’s version number, shown here for both Oracle 12.1.0 and Oracle 12.2.0:

r ~
:| FameHandler.dll Properties @ 1 FameHandler.dll Properties @
| General | Securi’ry| Details | Previous Versions | General I Secunt_u| Details | Previous Yersions

Property Value Froperty Walue
Description Description
File description  FaMeHandler File description  FameH andler
Type Application extension Type Application extension

304220110
Product name  FateHandler
Froduct verzsion  3.0.12201.10

30121025 File version
Product name  FaMeHandler

Product version  3.0.12102.9

Copyright Copyright © FalMe GmbH 2012-2017

File version

Copyright 2 Fate GmbH 2012-2019
Size 47.0 KB Size 4E.0 KB

Date modified  05.04.201915:14
Language Language Meutral

Date modified  07.08.2017 18:13

Language Language Meutral

Onginal filename FameHandler.dll

Remove Properties and Personal Information

Original filename  FameH andler. dil

Bemove Properties and Personal Information

Apply

Here, the version of the FaMe IIS plugin for Oracle 12.1 is 3.0.12102.9 and has been
compiled against the Oracle ODP.net library version 12.1.0.2, requiring an Oracle 12.1.0.2

client.

For Oracle 12.2 clients the FaMe IIS plugin’s version number is X.X.12201.X. As of April

2019 the current version is 3.0.12201.10.

Rev. 1.10
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2.4.3 Verifying installed Oracle client software

To verify the version and components of an already installed Oracle client use the Universal
Installer. If there are multiple Oracle clients installed on the server be sure to start the one
from the appropriate Oracle 12¢ home.

EOracle Universal Installer: Welcome EI [E] @
ORACLE 1ZC
DATABASE
Welcome

The Oracle Universal Installer guides you through the installation and configuration of yaur
Oracle products.

Click "Installed Products..." to see all installed products.

Ceinstall Products... )

About Oracle Universal Installer. )I

Help )I Installed Eroducts..Jl Back

Install Cancel

Oracle Universal Installer (OUI) start screen

Click Installed Products to see what is actually installed:

E Irventory @
Contents l Environment

You have the following Oracle products installed

C-Oracle Homes
é-DOraCIienHEHomm
é‘-EIOraEIe Client12c12.1.0.2.0
SGL*Flus 12.1.0.2.0
Oracle Met12.1.02.0
Oracle S@L Developer12.1.0.2.0
Oracle Data Pravider for NET 12.1.0.2.0
Installation Commaon Fileg 12.1.0.2.0
Oracle Universal Installer 12.1.0.2.0
Deinstallation Toaol 12.1.0.2.0

Product Infarmation
Location:
Mot Available

[ Show empty homes.

Ifyou wantto remove Oracle software, check the items and click
"Remaove".

To see the languages installed and other details of a component,
selectthe component and then click "Details”.

Expand All| Collapse All| Details... | Eemove..
Help Saveds. | Cloze |

Here, all required components are installed in version 12.1.0.2. Please note that the Oracle
SQL Developer is optional and not needed on the server.
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2.4.3.1 Oracle client part of an Oracle server installation

If the installed Oracle software is the database server software, the list of installed
components will look similar to this:

= Inventory -

Contents l Environment

You have the following Cracle products installed:

|

©-Oracle Homes
é‘-DOraDB12Home1

é—DOracIe Database 12c12.1.0.2.0
[ Oracle Database 12c12.1.0.2.0
] Enterprise Edition Options 12.1.0.2.0
O Oracle Met Services 12.1.0.2.0
[ Oracle Call Interface (OCI) 12.1.0.2.0
1 Oracle Programmer 12.1.0.2.0
1 0Oracle XML Development Kit 12.1.0.2.0 o
1 Oracle Windows Interfaces 12.1.0.2.0
] Oracle Configuration Manager 10.3.8.1.1
1 Oracle Configuration Manager Client 10.3.2.1.0

L inetallatinn Mamaman Cilar 494 000

Product Information
Location:
Not Available

™ 'Show empty homes.

Ifyou wantto remove Oracle software, check the items and click
"Remove”.

To see the languages installed and other details of a component,
selectthe component and then click "Details™

Expand All| Collapse All | Details... | Remave..
Help Save As.. | Close |

The Oracle Data Provider for .NET is here part of Oracle Programmer.

2.4.4 Installing the Oracle 12.1 or Oracle 12.2 client

If the installation of the FaMe IIS Plugin is done directly on the database server no client
needs to be installed.

If there is neither an Oracle server software package nor the Oracle client on the machine the
client must be installed.

Oracle client software packages are available for download at
https://www.oracle.com/downloads/index.html

2.4.5 ODP.net libraries and their registration in the Windows Global
Assembly Cache (GAC)

The Oracle Data Provider for .NET (ODP) consists of 2 DLLs which are required for the
FaMe IIS plugin to run:

Oracle.dataaccess.dll
oracle.web.dll

The Oracle installer puts them into the Windows Global Assembly Cache (GAC) in the
Windows directory. Standard paths for Oracle 12.1.0.2 are
C:\Windows\Microsoft.NET\assembly\GAC 64\
Oracle.Web\v4.0 4.121.2.0 89b483f429c47342\oracle.web.dll

C:\Windows\Microsoft.NET\assembly\GAC 64\
Oracle.DataAccess\v4.0 4.121.2.0 89b483£429c47342\
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Oracle.dataaccess.dll

For Oracle 12.2.0.1 files inside the GAC typically have these paths:

C:\Windows\Microsoft.NET\assembly\GAC MSIL\Oracle.Web\v4.0 4.122.1.0 89
483f429c47342\oracle.web.dll

C:\Windows\Microsoft.NET\assembly\GAC 64\Oracle.DataAccess\v4.0 4.122.1.0
_ 89b483f429c47342\ Oracle.dataaccess.dll

Here oracle.web.dll has moved from 64 bit to MSIL.

If one of these files is not available in the GAC and there is no more than one Oracle client to
be installed on the machine, the files can be registered using the oraprovcfg.exe tool that
comes with the oracle software installation. The Oracle software packages usually do not
register the DLLs in the GAC, but for the FaMe IIS Plugin there have to be registered in order
to be found by the system when the FameHandler.dll is loaded by the IIS.

Example registration of both libraries for an Oracle 12.2.0.1 server:
The Oracle server software is installed in

C:\oracle\product\12.2.0\dbhome 1
in this case.

Open a cmd prompt window as administrator and cd into the directory containing the
oracle.web.dll tile. 1t is inside the directory asp.net\bin\4 that is inside the
ORACLE HOME directory on the machine in question:
C:\>cd C:\oracle\product\12.2.0\dbhome 1\ASP.NET\bin\4
ASP.NET\bin\4> OraProvCfg.exe /action:gac

providerpath:C:\oracle\product\12.2.0\dbhome 1\ASP.NET\bin\4\Oracle.Web.d
11

INFO: c:\oracle\product\12.2.0\dbhome I\asp.net\bin\4\oracle.web.dll is
registered successfully in GAC.

Next, do the same for oracle.dataaccess.dll:

C:\>cd C:\oracle\product\12.2.0\dbhome 1\ODP.NET\bin\4

ODP.NET\bin\4> OraProvCfg.exe /action:gac
/providerpath:C:\oracle\product\12.2.0\dbhome 1\ODP.NET\bin\4\Oracle.Data
Access.dll

INFO:
c:\oracle\product\12.2.0\dbhome 1\odp.net\bin\4\oracle.dataaccess.dll is
registered successfully in GAC.

The command to issue don’t fit into single lines here and are shown with yellow backgrounds.

2.4.6 TNS configuration for database connections vs. EZCONNECT
Oracle provides 2 basic methods to define database connections:

The tnsnames.ora file which may contain multiple connection definitions. All connections are
accessible by their names.
It is available to all client programs accessing the database.

The EZCONNECT method specifying the 3 basic parameters server, port number, and Oracle
instance name as a string. This has to be done everywhere it is used.
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2.4.6.1 Using a TNS hostname

The connection to the Oracle database may be specified as a TNS hostname or as an
EZCONNECT host string. A hostname is a named configuration in the tnsnames.ora file
which is stored in the following path:

$ORACLE HOMES%\network\admin\tnsnames.ora
The ORACLE_HOME variable is the path to the Oracle installation directory, for instance

C:\app\oracle\product\12.1.0\client 1
A hostname setup in the tnsnames.ora file looks like this :
FAMEDB =
(DESCRIPTION =

(ADDRESS LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = famedbsrv) (PORT = 1521))

)

(CONNECT DATA =
(SERVER = DEDICATED)
(SERVICE NAME = FAMEDB)

)
)

This example defines a hostname FAMEDB for a database service named FAMEDB that is
running on server famedbsrv and is available via port 1521. Please note that instead of a
SERVICE NAME the database has to be addressed by its SID. The database administrator
can tell which parameters are to be used here.

In the web.config file defining the IIS configuration for the FaMe IIS plugin we can now set
the database connection as

connect string="FAMEDB"

2.4.6.2 Using EZCONNECT

The EZCONNECT method does not use the tnsnames.ora file but specifies the database
connection parameters directly:

connect string="famedbsrv:1521/FAMEDB"

If this way of configuration is used for the FaMe IIS plugin, a tnsnames.ora entry is not required if the
FaMe IIS plugin is the only application using an Oracle client on the machine in question.

2.4.7 Testing the Oracle database connection

2.4.7.1 Using tnsping

To test the database connection there is a command line tool named tnsping. It can be used to
test connections defined in the tnsnames.ora file :
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===

e Administrator: Command Prompt

ssUserssAdministrator>tnsping D1288

NS Ping Utility for 64-hit Windows: Uersion 12.1.8.2.0 — Production on 18-AUG-2
A17 20:59:14

opyright <c> 1997. 2814, Oracle. All rights reserved.
sed parameter files:

tworaclesproducts12 .1 .@sdbhome_1snetworksadminssglnet.ora

zed THSHAMES adapter to resolve the alias

fittempting to contact (DESCRIPTION = {ADDRESS = {(PROTOCOL = TCP>{HOST = FaMelHB5
fame.de>{PORT = 1521>> {CONHNECT_DATA = <{SERUVER = DEDICATED» <{SERUVICE_HAME = D12
DK <@ msec?

tslserssAdministrator

This test shows that a connection named ,,D1288” is correctly defined as the database can be
pinged. This does not mean, however, that the SERVICE NAME parameter or the
SID NAME parameter in the tnsnames.ora file is set correctly.

The same test for EZCONNECT connections:

==l

= Administrator: Command Prompt

sUserssAdministrator>tnsping AsfamevmB5:15%21-D1288

NS Ping Utility for 64-hit Windows: Uersion 12.1.8.2.08 — Production on 18-AUG-2
p17? 28:59:5%1

opyright <c> 1997, 2814, Oracle. All rights reserved.

zed parameter files:
ssoraclesproducts12 .1 .85dbhome _1“~networksadminssglnet.ora

sed EZCOMMECT adapter to resolve the alias

ittempting to contact (DESCRIPTION={COMNECT_DATA=CSERVICE_MAME=D1288>>(ADDRESS =
PROTOCOL=TCP>»{HOST=feB@::d13a:f54h:b721 :ad4hx12>{PORT =1521 > >»{ADDRESS ={PROTOCOL=T
E)EEOET=122.1EB.2@1.225)(PORT=1521)))

(0 msec

tsllzerssAdministratori_

It was tried to ping the server famevm(05 on port 1521. It was successful.

2.4.7.2 Using SQL*Plus

While tnsping only allows to ping the database server’s listener, SQL*Plus actually connects
to the database, verifying that the hostname or EZCONNECT configuration is correct plus
verifying that username and password exist.

Connecting with SQL*Plus to test a TNS hostname:
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===

e Administrator: Command Prompt

sUserssAdministrator*sglplus fame_wehPD1288
LOL*Plus: Release 12.1.8.2.8 Production on Thu Aug 168 21:88:280 2017
opyright <c) 19282, 28014, Oracle. All rights reserved.

Enter password:
Last Successful login time: Thu Aug 18 26017 BA2:50:29 +82:090

Oracle Datahase 12c Enterprise Edition Release 12.1.8.2_A — 64bit Production
?ith the Partitioning, OLAP, Advanced Analytics and Real Application Testing opt
ions

BQL> exit
Disconnected from Oracle Database 12c Enterprise Edition Releasze 12.1.8.2.8 — 64

hit Production
Jith the Partitioning,. OLAP. Advanced Analytics and Real Application Testing opt

ions

tsUzerssAdministrator?

Connecting with SQL*Plus to test a EZCONNECT host string:

Please note that the double quotes are required for SQL*Plus in this case. They have to be
escaped by backslashes; otherwise, the command shell will remove them:
- | O IIIIII

24 Administrator: Command Prompt

tsUzerssAdministratorrsglplus fame_webhB@''famevmB5 1521 D1288%"
EQL*Plus: Release 12.1.8.2.8 Production on Thu Aug 18 21:84:35 28017
opyright <c> 1982, 2814, Oracle. All rights reserved.

Enter password:
Last Successful login time: Thu Aug 18 2017 21:84:27 +82:00

onnected to:
Oracle Database 12c Enterprisze Edition Releasze 12.1.8.2_8 — 64bit Production

?ith the Partitioning,. OLAP, Advanced Analytics and BReal Application Testing
ions

BQL> exit
Disconnected from Oracle Database 12c Enterprise Edition Releasze 12.1.8.2.8 — 64

hit Production
Jith the Partitioning, OLAP,. Advanced Analytics and HReal Application Testing opt

ions

tsllzerssAdministratori_

This test was successful, too.

2.4.8 Oracle Net configuration assistant

The Oracle Net configuration assistant can be used to create a first TNS configuration and as
well to edit TNS hostnames using a GUI tool. It is recommended to use if there is neither a
tnsnames.ora nor a sqlnet.ora file in the %ORACLE HOME%\network\admin folder yet.

For a first-time configuration start the Oracle Net Manager:
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@ Internet Explorer
@' Windows Update
W Accessories

| ActivePerl 5.16.3 Build 1604 {54-bit)
| Administrative Tools ristrator
|/ Maintenance @
. OpenVPN ts
| Orade - OraClient11g_home1
| Application Development -
| Configuration and Migration Tools
2 # Net Manager Network
| Integrated Management Tools
| Orade Installation Products . —
. Startup
| TAP-Windows Devices and Printers
Administrative Tools 3
Help and Support
1 Back

I Search programs and files

B @ shutdown >|

o | | & 2] N

| | =

2.4.8.1.1 Oracle Net Manager: common settings

=% Oracle Net Manager - C:\Oracle\product\11.2.0\client_1\NETWORK\ADMIN

File Edit Command Help

@%g Oracle Met Configuration

ﬂm La

=
5 Maming
Listeners

The values shown are the standard values. The required methods are TNSNAMES to
configure database hostnames via the tnsnames.ora file and EZCONNECT if this method is

hethods
Available Methods:

LDAP
MIS

Promaote

Demate

Selected Methads:

TMEMAMES
EZCONMECT
HOSTHAME

Default Domain:

used to configure the IIS plugin.
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2.4.8.1.2 TNS hostname configuration for a database

racle Net Manager - CG:\Oracle\product\11.2.0\client_1\NETWORK\ADMINY

Eile

@-@ Oracle Met Configuration

é— Local
& Profile
ok
Listeners

2 Edit

aming” in the help contents.

In this dialog window click the

+

symbol to start the process of adding a new hostname:

1. Supply the name of the database’s hostname here. in this example we used S1/21:

%% Net Service Name Wizard: Welcome x|
To access an Oracle database, or other service, across the netwark
you use a net service name. This wizard will help vou create a net
Sevice name.
Enter the name you wantto use to access the database ar service. It
can be any name you choose.

Met Service Narne: |S1121|
Cancel < Back ] Mext 3 )
2. The network protocol is TCP/IP:
é:-.' Net Service Name Wizard, page 2 of 5: Protocol ll

To communicate with the database across a network, a netwark protocal
is used. Selectthe protocol used for the database you wantto access.

TCPIAP with S5L (Secure Internet Protocol)
Mamed Pipes (Microsoft Netwarking)
IPC (Local Database)

Cancel

< Eack] Mt »)
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3. Supply the database server’s hostname and port number:

To communicate with the database using the TCRIIP protocal, the
database computer's host name is required. Enter the TCRIP host
name for the computer where the database is located.

Host Mame: fameasp0d)

ATCPIAP port nurmhber is also required. The pott number for Oracle
databases is usually 1521, You should not normally need ta specify a
different port number.

Port Mumhbet: 1521

Cancel & Back Mext

4. Supply the database’s service name as it is configured inside the /istener.ora file on the
database server:

Each Oracle database or service has a service name. An Oracle
database's senice name iz narmally its global database name. Enter
the service name of the database or other semice you wantto access.

Service Mame: FRE1121

Qptionally, you can choose ifyou want a shared, dedicated aor pooled
server database cannection. The defaultis ta let the database decide.

Connection Type: |Database Default -

Cancel & Back | Mext 3 )

5. Connection test: will be done using the credentials scott/tiger automatically. Usually, this
account will not exist in the database, and the “Change Login” dialog pops up. Use any
existing database account here, for instance the FAME WEB account:
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é:-.‘ Oracle Net Manager - C:\Oracle\product\11.2.0\client_1\NETWORK\ADMINY
File Edit
'a-@macle Met Configuration
é} Local
l—@ Profile

Connection Test
Expect connecting to the database to take from ane to several seconds to complete. Ifittakes longer,
please wait; the reason for any failure will be displayed. To change the userid and password used for the
test press Change Login.

YWihen finished testing press Close.

£ Change Login

Initializing firsttest to use Login Information

Attermpting to connect us

The test did not succeed Username: |fame_web

ORA-12548: Connect fail

) FPassword: |"""*
There may be an errar in
ar the server may not he
QK| Cancel

e +)
[Change Login...] ’CIose]

The connection test must work, otherwise check the listener.ora file on the database server for
SID NAME oder SERVICE NAME and the port number. The Windows services
OracleTNSListener and OracleService[MyDatabase] must be up and running for this test.

An Oracle-01017 error basically shows the database is accessible — only the username and/or
password used for testing were incorrect.

racle Net Manager - G\Oracle\product|11.2.0\client_1\NETWORK\ADMINY
File Edit mand Help
@-@ Cracle Met Configuration
é— Local
l—@ Profile

Expect connecting to the database to take from one to several seconds to complete. Ifit takes longer,
nlease wait; the reason for any failure will be displayed. To change the userid and password used for the
test press Change Login.

When finished testing press Close.

Atternpting to connect using userid: fame_web
The connection testwas successful.

Change Login...]
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li:'.' Net Service Name Wizard, page 5 of 5: Test ll

Press Test ifyou would like to verify that the database can be
reached using the information pravided.

hen you are finished, or ifyou want to skip testing, press Finish to
create the net service name or, if enabled, Mext to continue.

Test...

Einish

Cancel & Back ] [t 3\)

After configuration, the TNS hostname would look like this example when displayed in the
Oracle Net manager:

E;t‘ Oracle Net Manager - C:\Oracle\product}11.2.0\client_1\NETWORK\ADMINY
Eile Edit
@-@Oracle Met Configuration

-, Local
Semvic e FRE1121

Senvice Naming ]
L
Qm Sl Ey =R Datahase Default =
Listeners
atible lden
figuration

Address 1

Protocal: TCRIP
Host Mame: 192.168.201.178
Part Mumbet: 14821

Show Advanced

Finally, save the configuration:
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E:-.‘ Oracle Net Manager - C:\Oracle\product\11.2.0\client_1\NETWORK\ADMIN

File Edit Command Help
Qpen Metwaork Configuration..

il
Save As..

Revertto Saved Configuration

Exit

Alt+F 4

T LIS TETTET

FRE1121
—_—
- | Database Default b

patible ldentific

Address 1

Protocal: TCPRIAP
Host Mame: 192.168.201.178
Port Mumber: 1821

Show Advanced

The Oracle Net Manager may now be closed.
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2.5 1IS configuration for the FaMe IIS Plugin and setup for the first
database connection

2.5.1 Overview

Installation and configuration of the FaMe IIS plugin for use with a specific database include
these steps:

e The file FameHandler.dll is to be copied into the bin directory directly under the IIS’s
root directory

e The IIS may have to be enabled to allow for custom handler libraries
e An IIS application pool is to be configured if the default pool shall not be used

e The FaMe application’s static files are to be copied into a directory reflecting the
application’s virtual path

e The static files (HTML, CSS, Javascript) for the FaMe IIS Plugin are to be copied into
the application directory

e Aweb.config fileis to be prepared defining the database connection and other
settings

e [fthe FaMe PDF is used a Perl interpreter must be installed, together with the FaMe
Perl library, the PDFib library for Perl, plus the Perl CGI script and report templates

e The database must be configured for the virtual path to use (COOKIE PATH setting
inside the DEMO_CONFIG table)

e [fthe Windows single sign-on mechanism is to be used the integrated Windows
authentication method must be configured as well.

2.5.2 virtual path examples throughout this document

Most examples in this section use the virtual path path2app. In your setup this may be any
virtual path; even multiple directory levels are supported.

2.5.3 Launching the IS manager
The launch the IIS manager use the Server Manager > Tools = IS Manager as shown:
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i

@ ~  Server Manager * Local Server

_ 5 PROPERTIES
. For FaMeVMO5

I8 Dashboard

Local Server

- Computer name

W& All Servers Workgroup

ii File and Storage Services P

o s
Windows Firewall
Remote management
Remote Desktop
NIC Teaming
Ethemet

Operating system version

Hardware information

EVENTS

All events | 12 total

Filter

Server Name ID

FAMEVMOS 701

FAMEVMO3S

EANACIANS

Severity Source Log

Error Microsoft-Windows-Service Control Manager System

7043 Error

10140 \A-rnin -

Server Manager

- @| r Manage

FaMeVMO05
WORKGROUP

Last installed updates
W s Update
Last checked for updates

Private: On s Error Reporting

Enabled omer Experience Improver

Enabled IE Enhanced Security Configurd

Time zone
Product ID

Disabled
192.168.201.225, IPv6 enabled

Microsoft Windows Server 2012 R2 Standard ~ Processors
Red Hat KVM Instal

Total disk space

memory (RAM)

)

Microsoft-Windows-Service Contrel Manager System

£ Vind e e Windeaws Bananta Monanament Suctam

View  Help
Component Services

Computer Management
Defragment and Optimize Drives

Event Viewer

Internet Information Services (11S) Manager

iSCSI Initiator

Local Security Policy
Microsaft Azure Services
ODBC Data Sources (32-bit)
QDBC Data Sources (54-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memoary Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup

s
Date and Time

10.08.2017 15:03:44
10.08.2017 11:23:02

1008 9017 11,3200

The IIS Manager is also available from Control Panel - Administrative Tools.

2.5.4 Verification of the site’s root directory

The FaMe IIS plugin is going to be installed in a bin directory under the site’s root directory,

and the FaMe application directory is going to be installed there as well.

FA

In IIS manager us the tree to navigate to the site to set up (the default web site in most cases),
and click Basic settings in the Actions panel on the right:

Edit Site

B

Defaurt Web Site

| |DefauItAppPoDI

| Select...

Physical path:

FeSystemDrive?e\inetpub\wwwroot

[ ]

Pass-through authentication

| LConnect as... | | Test Settings...

0K | | Cancel

Here the site’s root directory is C:\inetpub\wwwroot, being the default.

2.5.5 FaMe IIS plugin installation (FameHandler.dll)

2.5.5.1 Copy the DLL into the bin directory

The installation of the FaMe IIS plugin requires only to copy the FameHandler.dll file into the
bin directory under the IIS’s webserver root directory.
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(8] 8 L C\inetpub\wwwroot\bin - |0 -
“ Home  Share  View (7]

'(-:. - T| . v This PC » Local Disk (C:) » inetpub » wwwroot » bin w C,-| | Search bin el |

4 &, Local Disk (C) Al Mame - Date modified Type Size

4 1 inetpub %] FameHandler.dll 07.08.20171813  Application extens... 47KB

I |1 custerr

B histary

B logs

b temp

410 wwwroot

[ | aspnet_client
. bin

If the bin directory does not exist create it. This will require administrative privileges, as will
all further copy and directory actions.

Make sure that the Oracle libraries oracle.dataaccess.dll and oracle.web.dll are either
registered in the Windows Global Assembly Cache (GAC) or copied into the bin directory
containing FameHandler.dll.

See 2.4.5 ODP.net libraries and their registration in the Windows Global Assembly Cache
(GAC) about the manual registration of the Oracle DLLs in the GAC.

2.5.5.2 Unlock handler mappings

Adding handler mappings is locked by default. The FaMe IIS plugin provides a custom HTTP
handler and therefore requires an additional handling mapping.

To unlock, open the site’s configuration editor:

G| Internet Information Services (IIS) Manager == -
@©C |® » FAMEVMOS » Sites » Default WebSite » | W o @ -
File  View Help
= g Default Web Site Home
<, - L] s Open Feature
Q‘j Start Page Fi
K ilter: - Go =1 Show All | Group by Ar 2 Explore
485 FAMEVMDS (FAMEVMOS\Administrst] = - ¥ S0 - ashow: =2 el M L
¥ Application Pools Authorizat... Compilation Pages Globalization - b~
4-[&] Sites o - = Edit Site
46D Default Web Site EQJ = ab| ;ﬂ? 1_E ’g\:‘ Bindings...
b-[] aspnet_client MET Users  Application Connection Machine Key Pagesand  Providers  Session State D Basic Settings...
= Setti St Control
g bin ngs fings antrots View Applications
-] D1288
1 View Virtual Directories
SMTP E-mail Manage Website L
= Restart
13 ~ L4
N 2 — B Stop
AN § | p (=0
a= o - L] = b1 Browse Website
ASP Authentic.., Cal Compression  Default Directory  Error Pages Browse %30 (http)
Document  Browsing
_ Advanced Settings...
= - = = i =
- <y &= o = JE & Configure
Handler HTTP HTTP ISAPI Filters Logging MIME Types  Modules Limits...
Mappings Redirect Respon... "@" Helpi
o
=1 =
= = &
Output Request  5SL Settings
Caching Filtering
Management ~
Configuratio
i nEditor ~
< [0 > | [ Features View |22 Content View
Ready @j
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In the configuration editor select system.webServer/handlers:

@_(J‘ |0 » FAMEVMOS » Sites b Default WebSite »

File View Help

0 Configuration Editor

%‘a Start Page Section: system.webServer/handlers + From:
493 FAMEVMOS5 (FAMEVMOS\Administrat
Q Application Pools 4 Dee
4-[&] Sites (Col
4 e Default Web Site acce
p -] aspnet_client
I+ ,j bin
-] D1288

-3 system.net T
[+ system.transactions L]
[+ system.web
-4 system.webServer
- security
[+ tracing
- webdav

f applicationlnitialization
f asp
caching
cgi
defaultDocument
directoryBrowse

httpErrors

unt=4]
d,Scrip

httplegging
httpProtocel
httpRedirect
httpTracing
isapiFilters
modules
odbclegging
serverRuntime

serverSidelnclude
staticContent
urlCompression I
validation

webSocket

-1 systemxml.serialization ~

<| [T [ > [ Features View /2, Content View

Configuration: Default Web Site Web.config

S R RN

If the Action panel to the right shows a link Unlock section click it to unlock. It will show
Lock section if the unlocking has been done already.

” |0 » FAMEVMOS » Sites » Default Web Site » | @ -

File View Help

rEETEIY 0 Configuration Editor B Aeply

- Start Page Section: | f80 /| i - |From: Default Web Site Wek - 5 Cancel

: =x

483 FAMEVMOS (FAMEVMOS\ Administrat & Generate Script
[} Application Pools 4 Deepest Path: MACHINE/WEBROOT/APPHOST/Default Web Site eneioall

4.6 Sites (Collection) (Count=47) Configuration
4 Q Default Web Site accessPolicy Read,5cript Search Configuration...
| aspnet_client

- bin
b D1288 Revert To Parent

I UnIockSectiorlI
@ Help

Section (A

accessPolicy
Data Typeflags

< m HE i = Content View

Configuration: Default Web Site Web.config

The accessPolicy setting Read,Script is already the desired setting.
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2.5.6 Checking the default application pool or setting up a new one

The IIS 8 default application pool provides the required settings out of the box:

e et version 4.0

e Integrated pipeline management

Internet Information Services (IIS) Manager

:

O

|3 + FAMEVMDS » Application Pools

=
®

|l

File View Help
Connections

€- L]y
& Start Page

483 FAMEVMOS (FAMEVMOS\Administraty
i-[2} Application Pools

U;J' Application Pools

with worker processes, contain one or more applications, and provide isolation ameng different applications.

< m > Features View Content View

Ready

Actions
2 Add Application Paol..

This page lets you view and manage the list of application pools on the server, Application pools are associated

B Stop

> Recycle...

Ao Sites Filter: - Go - \gq Show All | Group by:  No Grouping =
460 Default Web Site Name * Status .NET CLR V... Managed Pipeline M... Identity Applications
I -[] aspnet_client [} NET w45 Started w40 Integrated ApplicationPoolld... 0
I bin L2} NET w45 Classic  Started vd.0 Classic ApplicationPoolld... 0
B0 D288 L) DefaulthppPool  Started w40 Integrated ApplicationPoolld... 1

D Basic Settings...

‘ Help

Set Application Pool Defaults...
Application Pool Tasks

Edit Application Pool

Recycling...
Advanced Settings...

Rename
Remove

View Applications

!

Of course, a separate application pool may be used if desired.

2.5.7 Setting up the FaMe application directory

FaMe FMS5 application directories are a set of HTML, image, Javascript, and CSS files. The
files are organized in subdirectories Atml, js, image, ... and reside all inside the same
directory. This superior directory is equivalent to the basic virtual path for the specific

database to install. If the path to the application is to be
http://server/pathlapp/

then a path2app directory must be set up under the site’s root. Compare the example:
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L EN = C\inetpub\wwwroot\D1288 - [=[x]
“ Home Share View 0
© = 0 L0 » ThisPC » Local Disk(C) » inetpub » wwwroot » D1288 » v ¢ | search prase o]
a
4 g Local Disk (C:) ~ Name Date modified Type Size
4 | inetpub
. activewidgets File folder
I+ custerr X
i . Apps File folder
[ history X
€ss File folder
I logs §
Dashboard File folder
I temp §
. Dashboard_bak File folder
AL wwwroot )
i . entwurf File folder
I . aspnet_client X
i | extjs File folder
. bin X
. html File folder
< . D1288 . .
— J ifc-viewer File folder
I+ activewidgets X X
_ | image File folder
bl Apps = ) .
| jquery File folder
Il css : File fold
J jgueny.new ile folder
- |, Dashbeoard J_q o i
s File folder
I- |, Dashboard_bak K i
. jsnew File folder
. entwurf
. sencha Filefolder
I extjs X
J sound File folder
L html .
X Bl abdt Text Document 2KE
[ ifc-viewer
i =l a2t Text Document 1 KB
I image R .
i 5| cad_b.gif GIF image 3KE
L jquery : e
X 5| cadd.gif GIF image 3KE
I jqueny.new _
X a dash_start.htm HTML Document 6 KE
s
J_ a dash_zachler2 htm HTML Document SKB
I jsnew X _
| oyten.jpg IPEG image 54 KB
I- | sencha R
= oyten-1.jpg JPEG image 169 KB
/ sound =] oyten-tumpj JPEG 12 KB
= oyten-tump, G image 2
I | 1) D1288.20170809.zip ] pj.pg o ? R
% portfolio_b.gif GIF image 2KB
4 | oracle X N X
i | web.config COMFIG File KB
4 | admin X
| 1 x1235.pl PL File 1 KB
4. D283
. adump
I . dpdump »
28 items

2.5.7.1 Subdirectories of the FaMe application directory

These subdirectories are typical components of the FaMe application directory:

Path Type Description
html Directory HTML files
image Directory Image files
js Directory Javascript and CSS files
fame Virtual path Path to PL/SQL procedures inside the database
handled by the
FameHandler.dll
fame/doc | Virtual path Path to document storage inside the database
handled by the
FameHandler.dll
perl Script Directory | Contains PDF writer and graphic reporting scripts
tmpl Directory Contains HTML files with report templates for the PDF
writer
jquery Directory jQuery library folder
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Sencha Directory Extjs library folder |

All paths will be addressed relatively (e.g. ../html/<file>) allowing for arbitrary
application paths in this web site.

2.5.7.2 Directory Setup

To set up the directory copy the contents of the file package delivered for your server into a
directory equivalent to the virtual path you want to install the application in. If you want to
run the FaMe application in

http://server/path2app/
create a directory path2app under the web site’s root and extract the contents of the static file
package FaMe provided for your server into it. In case the static file package contains a path
itself, i.e. the directories html, image, js, ... were not in the root of the zip file provided, move
these directories into the desired application directory which is path2app in this example. See
the screenshot above.

2.5.7.3 Adding static files for the FaMe 11S Plugin
The FaMe IIS Plugin requires a few static files to be in place:

Path Files

html checkDataMismatch.html
HttpRequestValidationException.html

Js iiserror.css
11Serror.js
11sversion.css
iisversion.js

They are supplied with the plugin installation package and have to be copied in the
corresponding directories manually.

2.5.8 web.config file

Copy the web.config file provided with the installation package into the application directory
or into the site’s root directory. Use the root directory only if you are going to configure more
than one FaMe application database in this site.

2.5.8.1 Location for the web.config file

The web.config file may be used to configure the IIS for several databases at once. In this
case it will contain several entries

<add name="FameHandler ../>
and it may be located in the document root directory.

If it is preferred to put the web.config file into the application directory the internal setup
won’t change at all, but it will only be effective for the virtual path mapped to the application
directory. If the file is put into {document root}\path2app, which will typically be
c:\inetpub\wwwroot\path2app, it should not define any FameHandler for other virtual
paths than /path2app and possibly /path2apppdf if /path2apppdf is used at all (refer to
2.5.8.4 Second FameHandler definition for the FaMe PDF Writer for that).
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2.5.8.2 Web.config setup
A typical web.config file has this setup:

<?xml version="1.0" encoding="UTF-8"?2>
<configuration>
<configSections>
<section name="FameConfig" type="FameHandler.FameConfigSection" />
</configSections>
<system.web>
<customkErrors mode="Off" />
<httpRuntime maxRequestLength="40000" requestValidationMode="2.0"/>
</system.web>
<system.webServer>
<handlers accessPolicy="Read, Script">
<add name="FameHandlerpath2app" path="/path2app/fame"

FA

verb="GET, POST" type="FameHandler.FameHandler" resourceType="Unspecified"

preCondition="integratedMode" />
<

</handlers>
<httpErrors existingResponse="PassThrough"/>
<defaultDocument>

<files>
<clear />
<add value="index.html" />
<add value="index.htm" />
</files>
</defaultDocument>
<security>
<requestFiltering allowDoubleEscaping="true">
<requestlLimits maxAllowedContentLength="40000000"
maxQueryString="4096" />
</requestFiltering>
</security>
<httpProtocol>
<customHeaders>
<remove name="X-Powered-By" />
</customHeaders>
</httpProtocol>
</system.webServer>
<FameConfig>
<DADCollection>
<add DAD="pathZapp"
connect string="famevm05:1521/FAMEDB"
username="fame web"
password="fame"
document table="fm document upload"
document path="doc"
document proc="document pak.download doc"
before proc="fame session init.set fame session context;"
after proc=""
fame debug mode="user"
fame debug path="c:\Logs\path2app"
fame character set=""
NLS LANG="GERMAN GERMANY.AL32UTF8"
fame auth="owa custom authenticate;"
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fame statistic="off"
min pool size="10"
max pool size="100"
htbuf len="63"
result page array size="2000"
error_ type="debug"
version page="full"
/>
</DADCollection>
</FameConfig>
</configuration>

The parts outlined in yellow configure the FaMe IIS plugin, and the parts outlined in green are
for the FaMe PDF Writer. Please note that the virtual and physical paths shown here are all
examples and my differ on your system.

2.5.8.3 Import settings in the web.config file

Some parameters need to be set in the web.config file for the FaMe application:

Setting Description

requestValidationMode="2.0" Required setting to allow for search in FaMe forms using
greater-than > and less-than < characters

allowDoubleEscaping="true" Required to allow for plus signs used in FaMe forms

maxAllowedContentLength ~ Limits the size of uploaded files in BYTES; defaults to
= 40000000 30.000.000. May be set higher or lower as needed

maxRequestLength=40000 Limits the size of uploaded files on KILOBYTES; must be
set similar to maxAllowedContentLength.

maxQueryString=4096 Max. length of the query string; defaults to 2048

2.5.8.4 Second FameHandler definition for the FaMe PDF Writer

If the FaMe PDF Writer is in use and Integrated Windows Authentication is in use too for the
FaMe application, a second virtual path mapped to the database is required to enable database
connections from the PDF Writer.

The example above shows actually 2 handlers added:
e FameHandlerpath2app => virtual path /path2app/fame
e FameHandlerpath2apppdf => virtual path /path2apppdf/fame

These are 2 handlers for 2 separate virtual paths that are both mapped to the database.

The second virtual with the pdf supplement path is added to enable separate configurations for
database access from browsers and from the FaMe PDF Writer.

The reason for this setup is that the FaMe PDF Writer which is a Perl CGI script does not
support this Windows authentication and requires anonymous access.

If this setup is used the virtual directory /path2app must be configured in the 11S manager
for Integrated Windows Authentication and the virtual directory /path2apppdf must be
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configured for anonymous access. An empty directory {document root}\path2apppdf
may be created in the file system to set up the anonymous access schema for this virtual path.
If the virtual path /application/fame (in the example: /path2app/fame) allows for
anonymous access this setup is not required.

2.5.8.5 <handlers> and <FameConfig> sections

The <handlers> section defines HTTP request handlers to add. Here, the FameHandler is
to be added which is provided by the FameHandler.dll library that has been installed in the
bin directory.

<handlers> : can contain multiple <add> tags to define virtual paths to be processed by the
FameHandler.dll

For each virtual path (/path2app in this example) that is to be mapped to a database an
<add> element must be added to the <handlers> section:

<add name="FameHandlerpath2app" path="/path2app/fame" verb="GET, POST"
type="FameHandler.FameHandler" resourceType="Unspecified"
preCondition="integratedMode" />

If a 2" FameHandler is needed for the PDF writer as described in the previous section the
following lines have to be added:

<add name="FameHandlerpath2apppdf" path="/path2apppdf/fame"
verb="GET, POST" type="FameHandler.FameHandler" resourceType="Unspecified"
preCondition="integratedMode" />

The name attribute of the <add> element must start with “FameHandler” and be followed
by a string that is declared as DADname in the <DADCollection> element.
For
<add name="FameHandlerpath2app" .. >
there must be a

<add DAD="path2app" .. >
element. The DAD (database access descriptor) defines the database and HTTP parameters for
this connection while the handler definition only defines the HTTP handler for the virtual
path.
For the

<add name="FameHandlerpath2apppdf" .. >
a section

<add DAD="path2apppdf" .. >
is needed. It will use the same parameters as the <add DAD="path2app"> element.

Attributes of the <add> element:

Parameter Value Description

name FameHandler[DADname] The name must be “FameHandler”
followed by a name declared as
DAD="[name]” in the <DADCollection>
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path

Verb
type

preCondition

The virtual path to handle: Defines the virtual path mapped to

the application path plus database procedures
“/fame”
GET.POST The HTTP verbs to handle

FameHandler.FameHandler = Defined by the DLL; constant value

integratedMode Constant definition

<FameConfig> contains a <DADCollection> element which can contain multiple <add>

tags.
Parameter Value Description
DAD [DADname] The DADname from the name

connect_string

username
password

document_table

document_path

document_proc

before_proc

after_proc

Rev. 1.10

TNS hostname or
EZCONNECT host
string

“fame web”
(The password)

The table used to store
documents in the
database

The subdirectory below
fame that contains the
document stored in the
database

The PL/SQL procedure
processing requests to
download documents
from the database

The PL/SQL procedure
that is to be called
before the procedure
that is specified by the
requests URL

The PL/SQL procedure
that is to be called
before the procedure
that is specified by the
requests URL

9.12.2021

parameter of the <handler> that was
added above

The Oracle connection’s hostname or
parameters (EZCONNECT).

Basic format:
Server:Port/Instance

Example:
dbserver:1521/TESTDB

Constant
fame web’s database password

Always use
document table=
“FM DOCUMENT UPLOAD”

Always use
document path="doc”

Default value:
document proc=
"document pak.
download doc"

Use

before proc=
"fame session init.
set fame session context;"

This procedure sets up the context
with the session data.

Not used in production environments
but may be used for tracing or debug
purposes
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fame_debug mode

fame debug path

fame_character_set

NLS_LANG

fame_ auth

fame_statistic

min_pool_size

max_pool_size

htbuf len

Rev. 1.10

|offlon|user

A path on disk

The character set used
to encode HTTP data

An Oracle NLS string

Authentication check
procedure

Reserved parameter

Minimum pool size for
Oracle connection pool

Maximum pool size for
Oracle connection pool

PL/SQL toolkit line
buffer length, in
characters

9.12.2021

of £: no debug log (production)

on: each request writes a short
diagnostic file into the debug directory

user: detailed debug log

caution: large files! The files
aggregate inside the log directory —
cleanup must be provided separately!

The directory debug log files are
written into

Must be writable by all IIS users
Should be individual for each DAD

declared

Sets the character set to assume for
HTTP requests and to use for HTTP
responses.

Overrides NLS LANG

Default: empty —use NLS LANG
instead

Client-side language, territory, and
character set settings for the Oracle
client. Effects the encoding of HTTP
requests and reponses as well.

Name of custom PL/SQL procedure to
verify client authentication before
processing the request.

Currently not implemented.
Currently not in use — leave empty.

The minimum number of Oracle
sessions held open by the FaMe IIS
Plugin.

Valid values: 1-100
Default value: 5

The maximum number of Oracle
sessions held open by the FaMe IIS
Plugin.

Valid values: 10-1000
Default value: min_pool size * 2

Valid values:
30-63 for Unicode databases
30-255 for 8-Bit encodings

Always use htbuf len=63 for
Unicode databases (AL32UTF8) and
htbuf len=255 for 8-Bit databases,
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result_page array_size Number of text lines

error_type

version_page

use_procedure _filter

Rev. 1.10

retrieved from database
per network roundtrip

The type of error page
produced on database
errors

Controls the type of
version information

page

Controls the use of the

procedure filter: on or
off

9.12.2021

i.e. for character sets like
WESMSWIN1252, US7ASCII, etc.

Default = 1000
May be increased for performance

This is not the number of rows
retrieved by database queries, but the
number of text lines retrieved from the
PL/SQL toolkit’s internal text buffer
per network roundtrip from the FaMe
IIS plugin to the database

Valid values:

404 = respond HTTP-404 on error

500 = respond HTTP-500 on error
“debug” or empty value = print the
error message returned by the database

Default = empty

OFF|DISABLED = no version page;
returns HTTP-404

FULL = full version information with
configuration details. Please note that
this version information is visible to
everyone, not just privileged users.

empty = short version information

By default, procedures matching one

of these patterns will be blocked:
AEYS =

~"SYSTEM. *

~DBMS_*

~UTL*

~OWA_*

~OWA. *

~HTF.*

~“HTP.*

A = beginning of procedure name

All procedure names must follow
Oracle naming rules. Requests with
procedure names not following
naming rules will be blocked.

Requests to blocked procedures result
in an HTTP-404 response.

Setting
use procedure filter=no

disables this function. Do not use that
in production.
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max_logfile_age

cleanup_log_interval

max_logfile count

max_logfile size

The maximum age of
logfiles after which a
file is to be deleted by
cleanup operation

The interval after
which a new logfile
cleanup is started.

The maximum number
of logfiles kept in the
log directory when
doing cleanup

The maximum total
size of logfiles kept in
the log directory when
doing cleanup

2.5.9 Basic test of the FaMe IIS Plugin

To check whether the FaMe IIS Plugin is installed correctly, edit the web.config file to set
<add DAD="pathZapp”

version page="full”

>

Specify <number>[dhm]

to specify a max. age of <n>days,
hours, or minutes.

Default unit = minutes

Default value = 1d

Specify <number>[dhm]

If the cleanup file inside the log
directory is missing or older than this
value old logfiles in this directory are
deleted.

Default unit = minutes

Default value = 1d

Default value = 1000

Specity <number>[k, kb, m, mb]
Default unit = bytes
Default value = IMB

To get the complete version information, where path2app is an example for the real URL

again.
Point the browser to

http://server/path2app/fame/getVersion

Again, use your virtual path instead of server/path2app. Please note that getversion is

case-sensitive.

If the FaMe 1IS Plugin is working properly and the version_page parameter is set to full the
resulting page will look like this one:
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— = 9l T ==
e@ | @ http:/ffamevmDd/D1268/fame/getVersion v & || Search... D~ /U"b f.,n‘? ‘::}
ri} FaMe IS Handler version | |

File Edit View Favorites Tools Help

F A

| FaMe IIS Plugin

Version

Version: 3.0.12201.10

Actual platform: AMDG64 / 64 bit Fa

Target platform:

Description: FaMe I1IS 7/8 Handler / PL/SQL Gateway with Oracle 12.2.0.1 client Facilities Software GmbH

Manufacturer:  FaMe GmbH. D-28876 Oyten, Germany http://'www.fame-online.de

Module revision numbers
H

Module Revision Date

FameConfigCollection 2 31.03.1422:14

FameConfigElement 7 13.07.14 16:21

FameConfigSection 2 31.03.1422:16

FameConnection 10 13.07.14 16:20

FameHandler 12 12.07.14 1:29

GlobalObjects 6 30.05.14 1:19

Settings
|| Parameter Value

DAD D1268

before_proc fame session init.set fame session context;

connect_string famevn04:1521/D1268 myfame2012 local

connection_life_time 120 v

If that works try to call the database directly: either log in, provided you have a FaMe
application username and password, or simply call the login procedure without any
parameters. Note: FAME_WERB is the database schema the FaMe IS Plugin connects to, not a
FaMe application user.

URL:

http://server/path2app/fame/std util pk.login

Again, replace /path2app with your application’s virtual path and server with the correct
SErver name.
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r = —— = =5 B
a
e | http://famevm04/D1268/html/index.htmI?ERR=2&LAN= ~C ‘ [ Search... 0D~ YK (
R == —~ =3 .
MyFaMe Real Estate Portal \ l-

File Edit View Favorites Tools Help

B

MyFa'' = Real Estate Portal

Welcome to the MyFa '~ Real Estate Portal

semames [
e —

* Obligatory field

Optimized for a screen resolution of 1024 x 768 px. Minimal requirements MS Internet Explorer 8.0

FaMe-Homepage

; —

Result of calling the login procedure directly, without any login parameters. If this works, the
database responded and the configuration of the FaMe 11S Plugin is complete.

An example for an invalid call to the database:

r T — — EI g |
Q |‘:§;‘ http://famevrm04,/D1268fame/wrongname.no_such_procedure - C || Search... 0~ | )‘Ur-h "“" ‘2:3’
(2 FaMe IS Handler error | | -

File Edit View Favorites Tools Help
FaMe IIS Handler error

Error code: 010
Error message:

calling wrongname no_such_procedure:

ORA-06550: line 4, column 3:

PLS-00201: identifier WRONGNAME NO_SUCH_PROCEDURE' must be declared
ORA-06550: line 4, column 3:

PL/SQL: Statement ignored

The FaMe I1S Plugin works, but the URL was wrong.

2.5.10 Troubleshooting: If the FaMe IIS Plugin doesn’t work
If there is any error message from the FaMe 11S plugin, check these points:

e Isthe FameHandler.dll inside the {document root}\bin directory?
(see 2.5.5 FaMe IIS plugin installation (FameHandler.dll)
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e |Isthe Oracle client installed? Which version?
(see 2.4 Oracle client installation)

e |sthe version of FameHandler.dll the correct one for the Oracle client installed?
(see 2.4.2 FaMe I1S Plugin versions and the required Oracle client software version)

e Is the web.config configured to have
<add name="FameHandlerpath2app" path="/path2app/fame"
verb="GET, POST" type="FameHandler.FameHandler"
resourceType="Unspecified" preCondition="integratedMode" />
with path2app replaced by the correct virtual path?
(see 2.5.8 web.config file)

e Isthere an element
<FameConfig> <DADCollection> <add DAD="pathZapp" ..>

in the web.config file where “path2app” is replaced by exactly the same string that
came after FameHandler?

e Are the Oracle libraries oracle.dataaccess.dll and oracle.web.dll linked inside the
GAC? (see 2.4.5 ODP.net libraries and their registration in the Windows Global
Assembly Cache (GAC))
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2.6 Tuning the FaMe IIS plugin for performance

There are several parameters for the FaMe 1S Plugin than affect the overall performance of
the application. They can be modified in the web.config file.

Please note: changing these parameters in the web.config file does not require the webserver
to be restarted. The changed values will be used for incoming new requests after short time.

2.6.1 Minimum number of database sessions: parameter min_pool_size

On sites with higher load it may provide a performance gain to increase the minimum number
of database sessions that are permanently available. The default value is 5.

Incrementing this setting will keep additional database sessions open, reducing the database
server load as creation of new sessions is a task that requires time and CPU resources on the
database server.

2.6.2 Maximum number of database sessions: parameters
max_pool_size and connection_timeout
The max_pool_size parameter limits the number of concurrent Oracle database sessions. The
default value is 100.
If frequent error messages
Error: Connection to the database failed: ORA-12537: TNS:connection closed

appear in webserver responses the max_pool_size parameter and possibly the
connection_timeout parameter must be increased. The max_pool_size parameter is a hard linit
for Oracle database sessions held open concurrently. If there are too many parallel requests
arriving at the webserver this limit may cause requests to cancelled when the time set by the
connection_timeout parameter runs out.

2.6.2.1 Increasing the max_pool_size parameter

Increasing the max_pool_size parameter will require more SGA memory on the database
server but allow for a higher number of requests being served in parallel.

2.6.2.2 Increasing the connection_timeout parameter

Increasing the connection_timeout parameter will only allow for a part of the requests
exceeding the limit set by the max_pool_size parameter to be processed as this is the time the
database connection pool waits for a session to become available.

If max_pool_size = 100 is set and there are already 100 sessions busy processing requests any
other request will be paused at most connection_timeout seconds before being denied with an
ORA-12537 error.

Setting this parameter higher than the default value of 15 seconds will usually not improve the
server’s performance, but it may cause requests to take even longer instead.

On the other hand, setting this parameter to a very low value may cause sessions to be
cancelled unnecessarily, causing extra database server workload for frequent creation of new
sessions.

2.6.3 The connection_life_time parameter

The connection_life_time parameter defines the time a session stays open. The default value is
120 seconds.

For earlier versions of the FaMe 11S plugin a setting this low was recommended since lost
network connections or server sessions that had crashed or were killed went undetected
otherwise. Subsequent requests that tried to use these sessions failed in this case.
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The current FaMe 11S Plugin version 3.0.X.18 (with X being the Oracle client version) this is
no longer necessary.

2.6.3.1 Increasing the connection_life_time parameter

2.6.3.1 Increasing the connection_life_time parameter to a longer time will cause the session
to be in use longer, reducing the number of new sessions to be created per hour on busy
websites (and thus the database server load).

Setting this value to 300 seconds is a safe setting in terms of stability (dead sessions will not
be in the pool for more than 5 minutes in this case), but a higher value may increase the
overall performance and user experience as creation of new database sessions is a task taking
quite some resources on the database server.

2.6.4 Further reading: Oracle documentation on connection pooling
Oracle connection pooling is discussed in detail on this page:

https://docs.oracle.com/en/database/oracle/oracle-
database/19/odpnt/featConnecting.htmI#GUID-AAC5352A-83F2-483B-A681-
93A5200CAS83A

2.7 Debug log

The FaMe IIS plugin has a debug option for diagnosing and testing purposes. To activate it
use the fame_debug_mode parameter.

2.7.1 The fame_debug_mode parameter
The fame_debug_mode parameter can be set to one of these values:
fame_debug_mode setting Effect

off No debugging, but crash logfiles get written

On A summary is written for each request, including all
parameters

user Each request is logged in detail, including the response

(except for downloads from FaMe document management)

session Like user, but only active of the user activates the debug
mode for his or her session manually — see below.
Introduced with FaMe 11S Plugin 3.0.X.14.

2.7.2 The fame_debug_path parameter
The fame_debug_path parameter sets the directory for the logfiles.

If the path is invalid or is not writable by the Application pool identity, no logfiles will be
generated, and there will be no notice about that.

2.7.3 Disabling the generation of logfiles altogether

Even with the fame_debug_mode = off setting small logfiles will be generated when the FaMe
I1S Plugin encounters an application error that is not handled. Those files have a file ending of
.crahs.log.

If this behaviour is not desired, set the fame_debug_path parameter to an empty or invalid
path, write protect the directory, or disallow the Application pool identity to create files there.
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2.7.4 Activating the debug per session

On busy websites activating the debug log in general by setting fame_debug_mode = on or
fame_debug_mode = user is discouraged as it may create a large number of files, slowing
down the processing of the requests as the number of files grows.

The parameter fame_debug_mode now has a new option session. This was introduced with
version 3.0.X.14. This enables the debug mode to be enabled for each session individually.

If fame_debug_mode=session is set in the web.config file users can enable the debug for their
session from the browser by opening the following page
http://server/path2app/fame/setDebug

The filename setDebug IS case-sensitive.

Clicking on the link will turn debugging on resp. off.
Accessing the files will require file access to the web server.

W

FaMe IS Plugin

Debug mode

Configuration setting 1 (session)

Turn Debug on

off No debugging

Debugging of requests

Responses are not written to debug
Debugging of requests

Responses get written to debug

No debugging of requests,
but debug can be turned on using this page

on

user

session

2.7.5 Automatic logfile cleanup

The FaMe 1S Plugin will clean up old logfiles by several criteria:
e Byage
e By total size
e By number

The cleanup is done when a new request is processed. Whether to do a cleanup run is
determined by the timestamp of a file named cleanup in the log directory. If this file is older
than the setting of the cleanup_log_interval parameter’s setting and no other process has this
file open files in the log directory are evaluated for deletion.

After deleting old logfiles a short summary is written into the cleanup file.

The cleanup operation is stopped after 5 seconds in cases where a high number of logfiles has
accumulated.

To automatic cleanup is not in use if the parameter fame_debug_mode is set to off.
Parameters controlling the automatic cleanup:
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max_logfile_age

The maximum age of
logfiles after which a file is
to be deleted by cleanup
operation

Specify <number>[dhm]

to specify a max. age of
<n>days, hours, or minutes.
Default unit = minutes
Default value = 1d

cleanup_log_interval

The interval after which a
new logfile cleanup is
started.

Specify <number>[dhm]

If the cleanup file inside the
log directory is missing or
older than this value old
logfiles in this directory are
deleted.

Default unit = minutes
Default value = 1d

max_logfile_count

The maximum number of
logfiles kept in the log
directory when doing
cleanup

Default value = 1000

max_logfile_size

The maximum total size of
logfiles kept in the log
directory when doing
cleanup

Specify <number>[k, kb, m,
mb]

Default unit = bytes

Default value = 1MB
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2.8 Setting up the FaMe IIS Plugin for Windows Single-Sign-on
(SSO) configuration

The FaMe application supports Windows Single-Sign-on (SSO), allowing for Windows

domain users logged in at the client workstation to use the FaMe application without having

to log in with a separate username and password which would be managed internally by the

database application.

Instead, the users open the login page without specifying the username and password, and the

I1S server recognizes the Windows account used on the client by its current session. The

username and domain name are forwarded to the login procedure which looks up both

parameters in the FaMe user table. If there is a FaMe user account identical to the Windows

account name, and it does also have the same domain name plus the External identification

flag set, the login is accepted.

Advantages of Windows SSO over FaMe-managed accounts:

e No password needs to be kept in the database
e The user’s Windows username is used by FaMe as well
e Password validation and account expiration are managed by the Windows domain

2.8.1 Setup of FaMe user accounts

FaMe user accounts are managed by the FaMe application independently of the use of the
SSO mechanism. Using SSO removes the need for passwords managed and verified internally
by the FaMe application.

It requires the FaMe user account names to be identical with the Windows account names.

To enable FaMe users to log in with their Windows accounts, these settings must be made in
the FaMe user management for each user who will use SSO:

Parameter Setting Description

Login name Equal to Windows The Windows account name to use
domain username

Logon enabled Set Accounts may be disabled to log in to

FaMe even if the Windows account is
valid in the Windows domain

NT domain Equal to Windows Is matched at login. A second domain
domain may be specified as Alternative domain

Alternative domain  Equal to another Used to specify another domain if users
Windows domain, from 2 Windows domains use the
optional application with SSO login
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ADMIM = Administration = User Management > User User

Login name |X550064 1 S| read only user
Surname |SMITH | First Name |Har0|d ‘
Email |h,smith@example,org | Telephone| ‘
Comment |Accounting staff |
Login attempts I:l Logon enabled
Account valid From D I:l Account valid To E| |:|
Login Password | | MD5|
Password Encryption | | Password changed on l:l
Account locked until D l:l
NT domain | EMEA-01] | Alternative Domain

2.8.2 1IS configuration for SSO
On the 1IS side it is important to enforce Windows authentication in the IS configuration.

Authentication

Group by: Mo Grouping =

Marme - Status Response Type
Anonymous Authentication Disabled

ASP.NET Impersonation Disabled

Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Enabled HTTP 401 Challenge

This setting must be done for the virtual path /application/fame. It may be done for
/application or the entire site (path /) if this setting is inherited by the virtual path

/application/fame.

2.8.3 Enabling login for Windows users outside the domain or a with
FaMe-managed account when Windows SSO is in use

If Windows authentication is configured for the virtual path /application/fame, it is
required for all users to be logged in to the IIS server’s Windows domain on the client
computer or to log in to that domain when prompted in the browser.

2.8.3.1 Case 1: Application users that have a valid Windows domain
account but are not logged in to Windows currently

If the user at the client computer is not logged in to the domain at Windows level, the IIS will
respond with a HTTP-401 Unauthorized response. The browser now prompts for Windows
login:
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Y This dialog is shown by the browser when the 11S did not
@ wwnwmyfame.de recognize the Windows session used at the client, for
instance, when the client is logged in to a local Windows
account (or using a non-Windows device).

This site is asking you to sign in.

Username

someuser@example-domain.emea.local

Password

With valid Windows credentials the SSO login can be completed now.

2.8.3.2 Case 2: Application users without a Windows domain account

For users not logged in to the Window domain a separate virtual path without Windows
authentication and hence without SSO must be configured. To do so, the application’s files
are either copied or aliases are set for all the application’s directories.

If the application uses the virtual path /application/fame, it may be desirable to have
another virtual path /application2/fame which does not use Windows authentication.
Copying the entire application directory (typically c: \inetpub\wwwroot\application
in this case) to a new directory, say, c: \ inetpub\wwwroot\application2, and turning
off Windows authentication for this directory will suffice to implement this.

Users logging in using this alternate path will need FaMe-managed passwords. Those
passwords are kept as salted hash values in the FaMe user table and verified by the login
procedure. To set these passwords the FaMe application’s user administration page must be
used.

2.8.4 SSO support for multiple domains
SSO with more than one Windows domain will require one of two options:
e Setting up a second I1S server inside any of the other domains
e Setting up a Windows domain trust relationship between the primary domain (the one

the webserver is a member of) and any other domain that shall be supported.
This second case is currently not covered in this document.

The first option allows the domains to be kept separate but requires for multiple 11S servers to
be managed.

The second option requires extra permission management to keep the domains apart as the
trust relationship between 2 domains opens up both domains for all users.

If both options are considered to be too much administrative effort it is recommend to either

e provide users from domain B with accounts in domain A (domain A contains the I1S
server here)

e or let users outside of domain A log in with FaMe-managed passwords (this requires a
second virtual path on the 11S server that does not use Windows authentication; see
above)

2.8.5 Setting up additional webservers to support multiple-domain SSO
The setup with 2 webservers in 2 different Windows domains is shown here:
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Domain A Domain B

11S
Hrre | Domain A

1S
HTTP | Domain B

Client Domain A Client Domain B

Oracle Server

Database
Oracle TNS Oracle TNS

Each domain requiring Windows authentication is running a web server of its own to avoid
setting up a trust relationship in this case.

Clients from any domain are using their own web server, allowing for Windows SSO.
The setup for both webservers is identical except for their domain membership.

The database server is basically independent of any domain as the webservers connect to
Oracle using a local Oracle client and the Oracle TNS protocol.

Note: on the database server it is required to change the
SQLNET.AUTHENTICATION_SERVICES setting in the sqlnet.ora file to
SQLNET.AUTHENTICATION SERVICES=(none)

With the original SQLNET.AUTHENTICATION_SERVICES=(NTS) setting for this
parameter the Oracle server will require the client (the webserver in this case) to be in the
same Windows domain as the server.

As a side effect, this setting will disable OS authentication when managing the Oracle

database. The original NTS setting is required when database administrators want to log using

sglplus “/ as sysdba”

Setting SQLNET. AUTHENTICATION_SERVICES=(NONE) will require DBASs to specify
the SY'S password.
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2.9 PDF Writer and Graphics module installation

The FaMe PDF Writer is a Perl CGI program that formats FaMe report data as PDF
documents. It uses HTML template files that define the formatting of a report and HTTP
access to a PL/SQL package inside the database.

2.9.1 Requirements
On the web server the following components are required:

e Script pdf report.pl, to be installed in the application’s perl directory

e The FaMe Perl library

e A Perl Interpreter and runtime library, e. g. ActiveState Perl, Strawberry Perl

o The PDFIib library for Perl; for the production system a license key is required as well
e The application’s HTML templates

e A directory writable by IIS user processes for temporary files and logfiles

e Anonymous HTTP access to the FaMe IIS Plugin

e If the Graphics module is to be installed, it will require access to the Oracle client

e The Perl Chartdirector library if the Graphics module is to be installed

2.9.2 Installation package

For FaMe PDF Writer version 2.4 the latest version is
FaMe FM5 PDF Writer 2.4.2.2.zip.

2.9.3 Additional documentation
About the FaMe PDF Writer the following additional documents are available in German
only:
e FaMe-FMb5.pdf _report_generator.dokumentation.2.3.pdf
e FaMe-FMb5.pdf report_generator.reference.pdf
e FaMe-FMb5.pdf report_generator.troubleshooting.txt
The troubleshooting guide is available in English as well:
e FaMe-FMb5.pdf report_generator.troubleshooting.en.Rev.0.txt
e FaMe-PDF-Writer-diagram-of-installation.ppt
For documentation check the doc folder of the installation package.

2.9.4 Database access by the FaMe PDF Writer

The PDF Writer sends HTTP requests to its own web server to access the database, requiring
the database to have the PDF_ SUPPORT PAK package installed which is the PDF Writer’s
database interface.

The database interface is, like all database procedures, mapped to the virtual path fame.

This virtual path cannot use Windows authentication, so anonymous access is required.

2.9.4.1 Special case of Integrated Windows Authentication for the virtual
path fame

If a Windows SSO configuration and hence Integrated Windows Authentication is in use for
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this virtual path a 2™ virtual path must be set up using the FaMe IIS Plugin using anonymous
access.

Example:

If the database procedures reside in /path2app/fame and this virtual path uses Integrated
Windows authentication, another virtual path, e.g. /path2app/famepdf using the
FameHandler may be configured. The configuration is identical to the configuration of
/path2app/ fame, but it uses anonymous access. In the pdf report. conf file (see below)
the parameter path2db must be set to use this 2" virtual path:

path2db=../famepdf
path2doc=../famepdf/doc

2.9.5 Migration to newer Windows Server versions and PDFlib licensing

If the ongoing installation is a migration to a newer Windows Server version it may be
desirable to preserve an existing PDFIib license. If the installed PDFlib version is 8.X the
newest Perl version supported is 5.12. But as Perl 5.12 may not run properly on Windows
Server 2012 an upgrade to PDFlib 9 is recommended.

2.9.6 Perl interpreter and runtime environment

Basically, any newer Perl interpreter suitable for Windows 2012 will be fine, but the runtime
environment must contain a number of Perl (CPAN) modules which have to be installed if the
runtime environment used does not provide them out of the box.

The Perl version should be newer than 5.12 as some problems with file access have been
observed with Perl 5.12 on Windows Server 2012.

This manual describes how to use a current ActiveState Perl distribution which contains most
Perl modules required by the FaMe PDF Writer.

ActiveState Perl may be downloaded from

https://www.activestate.com/activeperl

The Perl version used in the installation described here is 5.24. Which version should actually
be used also depends on the PDFIib version as the PDFlib installation package comes with
precompiled Perl modules that must match the Perl interpreter's version to the first 2 levels: if
Perl 5.24 is installed the PDFlib library for Perl 5.24 must be installed.

Installation process:

The #ypical installation option as shown here will install Perl in the directory c: \Per164.
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Welcome to the ActivePerl
Setup Wizard
This Setup Wizard will install ActivePerl 5,24, 3 Build 2404

(54-bit) on your computer. Click "ext” to continue or
"Cancel” to exit the Setup Wizard,

Using ActivePerl at work?

Use ActivePerl Business or Enterprise Editions
for production servers, and get access to
technical support, maintenance and
indemnification. Safeguard your applications with
guaranteed, quality-assured ActivePerl binaries
and mitigate risk with world-class support for your
critical Perl systems.

<Back | MNext> | [ cancel

End-User License Agreement

Please read the following license agreement carefully Aclmsmte

ACTIVESTATE® COMMUNITY EDITION LICENSE
AGREEMEMNT

Version effective date: June 26, 2017

This license agreement (the “AGREEMENT") is made
between you (either an individual or a company or
organization, not including its affiliates or wholly owned
subsidiaries) ("YOU") and ActiveState Software Inc.

AT AT T AT Thhio A + omdo b liok FYSP'S

(®) T accept the terms in the License Agreement
() 1 do not accept the terms in the License Agreement

Advanced Installer

Choose Setup Type

Choose the setup type that best suits your needs Acli'esmte

Typical
Installs the most common program features. Recommended for
most users.

Custom

Allows users to choose which program features will be installed
and where they wil be installed. Recommended for advanced
Users,

Complete
All program features will be installed. (Reguires most digk
space)

Advanced Installer

Typical was the option selected in the installation documented here.
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Choose Setup Options

Choose optional setup actions.

[w] Add Perl to the PATH environment variable
[[] create Perl file extension assodation

[ mnstall Komodo IDE 21-day Trial

Advanced Installer

Activestate

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Advanced Installer

Installing ActivePerl 5.24.3 Build 2404 (64-bit) Acli'esmte

Please wait while the Setup Wizard installs ActivePerl 5.24. 3 Build 2404 (54-bit).
This may take several minutes.

Status: Copying new files

Advanced Installer

Rev. 1.10 9.12.2021 Page 61 of 85



FA

FaMe-11S-Plugin 3.0 for 11S8 and newer and FaMe PDF Writer — Installation guide

ActiveState  Completing the ActivePerl
5.24.3 Build 2404 (64-bit)

Setup Wizard

Click the "Finish” button to exit the Setup Wizard.

[ view readme file

iy
=l
-

ta]

2 ActivePerl 5.24.3 Build 2404 (64-bit) Setup -

2.9.7 FaMe Perl library and script pdf_report.pl

The FaMe Perl library is provided as a zip file and is to be unzipped into an arbitrary
directory. While basically any directory may be used, the site\1ib directory within the Perl
runtime environment's installation directory is preferred as this eliminates the requirement to
set the path to additional Perl libraries in the IIS configuration for Perl. Using the site\1lib
directory eliminates the requirement to set Perl library paths in the IIS configuration.

For PDF Writer version 2.4 the installation package is

FaMe FM5 PDF Writer 2.4.2.2.zip:

AN Compressed Folder Tools C:\Perl64\site\lib\FaMe_FM5_PDF_Writer_2.4.2.2.zip [=[a[xT]
Home Share View Extract v 0
:(-:l * 1 | I Computer » Local Disk (C:) » Perl6d » site » lib » FaMe_FM35_PDF_Writer_2.4.2.2.zip W C,-| | Search FaMe_FM5_PDF_Writer... 2@ |
| privsym ~ MName Type Compressed size Password ... | Size
4 10 site . .
. J cgi File folder
. bin
. doc File folder
4 1 lib .
J html File folder
B 1 FaMe_ FM3 . .
- - | image File folder
4[4 FaMe_FM5_PDF_Writer_2.4.2.2 zip X X
- s File folder
J cgi . .
lib File folder
| dec Isg| File fold
J pls ile folder
. html P _q X
J util File folder
I . image = X X
i = . Versionen File folder
s
b Jl'b | readme.installation-updates.knapp... Text Document TKE Mo
) II | | readme.installation-updates.bet Text Document 12KB  Neo
! pleq
J util
. Versionen
I» .. Program Files
. - . v || < m >
11 items =

2.9.7.1 FaMe Perl Library

The installation package contains the directory 1ib\FaMe-FM5. This directory must be

copied into the site\1lib directory:
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SN C:\Perl64\site\lib - [= ]
“ Home Share View ﬂ
®© * 1| L « Local Disk(C) » Perlsd » site » lib v ¢ | | Searchiib 2|
4 1 Perlfd ~ MNarne - Date modified Type Size
) bi
N " . auto File folder
' :f . Barcode File folder
| etc
b bl . FaMe_FM3 File folder
b ' I'bm | GD File folder
o ) ) chartdir.dll Application... 4.024 KB
| privsym
y F'.t Y ih FalMe_FM3_PDF_Writer_2.4.2.2.zip Compresse... 4,492 KB
| site
b | pdf_repert.check_modules.pl PL File IKB
J bin
5 = (%) pdflib_pl.dll Application... 7.709 KB
i =
N o - = | pdflib_pl.pm PM File 14 KB
. Program Files
By J i 06 || perlchartdir.pm PM File 65 KB
| Program Files (x
b : gf %) perlchartdiri24iédmt.dil Application... 95 KB
| transfer
| sitecustomize.pl 11.12.2017 20:1 PL File TKB
B UnxUtils
B Users ~
12 items

This screenshot shows the complete set of libraries used by the FaMe PDF Writer and FaMe
Graphics Module.

2.9.7.2 Verifying the installation of the FaMe Perl library
The installation of the FaMe Perl library can be verified using the script
pdf report.check modules.pl which is part of the installation package. It must be run
by the Perl interpreter from the command line:

C:\Perl64\site\lib>perl pdf report.check modules.pl

Archive::Zip OK
AutolLoader OK
Barcode: :Codel28
CGI OK
CGI: :Cookie OK
CGI::Util OK
Carp OK
Compress::Z1ib OK
Config OK
Cwd OK
Data: :Dumper OK
Digest: :MD5 OK
Digest: :base OK
DynaLoader OK
Encode OK
Encode::Alias OK
Encode: :Config OK
Encode: :Encoding
Errno OK
Exporter OK
Exporter: :Heavy OK
FaMe FM5::pdf report:
FaMe FM5::pdf report:
FaMe FM5::pdf report:
FaMe FM5::pdf report:
FaMe FM5::pdf report:
FaMe FM5::pdf report:
FaMe FM5::pdf report:
Rev. 1.10

OK

:config OK

:form tree OK

:mail NOT PRESENT!

:pdf data OK

:pdf writer OK

:pdf writer::barcode OK
:pdf writer::functions OK

9.12.2021
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FaMe FM5::pdf report:
FaMe FM5::pdf report:
FaMe FM5::pdf report:
FaMe FM5::pdf report:
FaMe FM5::pdf report:
FaMe FM5::util::csvdata OK
FaMe FM5::util::messages

FaMe FM5::util::standard

FaMe FM5::util::unicodeZentity OK
FaMe FM5::vendor

OK
OK
OK
OK

Fentl OK
File::Basename OK
File::Copy
File::Find
File::Path
File::Spec

File::Spec::Unix

File::Temp
FileHandle
GD OK
GD: :Barcode

OK
OK

OK

HTML: :Entities OK

HTML: : Parser

OK

HTML: : PullParser

HTML: : Tagset

OK

HTML: : TokeParser

HTTP: :Date

HTTP: : Headers
HTTP: :Message
HTTP: :Request
HTTP: :Request

OK
OK
OK
OK
: :Common

HTTP: :Response OK

HTTP::Status
Hash::Util

I0 OK
IO0::File
I0::Handle
I0::Seekable
LWP OK
LWP: : Debug

OK
OK

OK
OK
OK

OK

LWP: :MemberMixin

LWP: :Protocol

OK

LWP: :UserAgent OK

List::Util
MIME: :Base64

OK
OK

MIME: :QuotedPrint

Mail: :Sender

POSIX OK
Scalar::Util
SelectSaver
Selfloader
Socket OK
Symbol OK

Time: :HiRes
Time: :Local
URI OK
URI: :Escape
XML: :Simple
XSLoader

base OK
bytes OK
constant

integer OK

Rev. 1.10

NOT PRESENT!

OK
OK
OK

OK

OK

OK

OK
OK

OK

OK

OK

OK

OK

OK

OK

OK

:pdf writer::print params
:pdf writer::stack OK

:report config
:template
:template element

OK

OK
OK
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open OK

overload OK

pdflib pl OK

re OK

strict OK

utf8 OK

vars OK

warnings OK
warnings: :register OK

One or more FaMe FM modules not found.
Use perl -I<path> to include the FaMe module library.

This test shows that most of the Perl modules are installed, including the FaMe Perl library
(modules named FaMe FMS5::...) and the PDFlib library. Some modules are optional and not
installed, like the mail modules.

2.9.7.3 Script pdf _report.pl

The package contains the script pdf report.pl as well. It’s version must be the same as in
the installation package, so it must be copied from the zip archive’s cgi folder into the
application’s per1 folder:

e | Compressed Folder Tools C\Perl64\site\lib\FaMe_FM5_PDF_Writer 2.4.22.zip\cgi [=[o[x]
“ Home Share View Extract 7]
(-l - 1 | <« Local Disk (C:) » Perld » site » lib » FaMe FM3_PDF_Writer_2.4.2.2zip » cgi W E’.a| | Search cgi » |
privsym ~ MName * Type Compressed size Password ... | Size

site
bin
lib
FaMe_FM35
i FaMe_FM35_PDF_Writer_2.4.2.2.zip
cgi
doc

html

|| fm3_chart.demo.conf COMF File 1KB  No
| fm3_chart.pl PL File 8KE Mo
| pdf_report.demo.conf CONF File 6KE Mo
2 | pdf_report.manifest.html HTML Document BKB Mo
| pdf_report.pl PL File A0KE Mo

image

js

lib

plsgl

util
Versionen

Program Files

>
5 iterns o =

Copy pdf report.pl to c:\inetpub\path2app\perl, provided c:\inetpub\path2app is
the application folder of your application.

If the version of the PDF writer has been modified, it may be necessary to upgrade the
configuration file, too. To do this, run the script pdf report.pl from the command line
specifying the parameter —upgrade-config:

C:\inetpub\wwwroot\D1047\perl>c:\Perl64\bin\perl pdf report.pl --upgrade-
config

FaMe-FM5 PDF Writer Version 2.4.2.2, Date 2012 10 16

Warning: file ./pdf report.conf exists!

OK to update/overwrite? (Y/N) Y

Reading file ./pdf report.conf

Invalid section, eliminated:

[Page layout]2 new parameters were added to this configuration

Configuration file ./pdf report.conf has been updated.
3 Changes.
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C:\inetpub\wwwroot\D1047\perl>

2.9.7.4 Static web files for the FaMe PDF Writer

The installation package contains 3 subfolders html, image, and js with HTML, Javascript,
and images for the PDF writer. Their contents must be copied into the corresponding
application directories:

FaMe FM5 PDF Writer 2.4.2.2.zip\js => c:\inetpub\wwwroot\path2app\js
FaMe FM5 PDF Writer 2.4.2.2.zip\image =>
c:\inetpub\wwwroot\path2app\image

FaMe FM5 PDF Writer 2.4.2.2.zip\html =>
c:\inetpub\wwwroot\path2app\html

2.9.8 PDFlib library

The PDFIib library is used by the FaMe PDF Writer to create PDF files from preformatted
data. It is a commercial library created and distributed by

PDFlib GmbH
Franziska-Bilek-Weg 9
D-80339 Miinchen
Germany
http://www.pdflib.com/

The PDFlib library must be licensed for each server it is installed on. At the time this document's
version was created the licensing model stated that test systems may use a license without extra costs.
Running PDFlib without a license key will result in watermarks printed on each page produced.

2.9.8.1 Download of the PDFlib installation package
Download of the PDFlib library is possible from PDFlib's website:
http://www.pdflib.com/download/pdflib-product-family/

Choose
Windows Server x64 and Windows XP/Vista/7/8/10 x64
from this line of packages choose Perl.

As of this documentation, the current Installation package is
https://www.pdflib.com/binaries/PDF1ib/912/PDF1ib-9.1.2p1-MSWin64-perl.zip

2.9.8.2 Installation

The installation of the PDFlib library is a manual process. There are 2 files that must be copied from
the PDFlib installation package into the site\1ib folder of the Perl environment. This is the same
folder into which the FaMe Perl library has been copied before.

Files to copy:
e bind\perl\pdflib_pl.pm
e bind\perl\[distribution]\pdflib_pl.dll

The correct version of pdflib_pl.dll depends on the Perl version and distribution installed. For
ActiveState Perl 5.24 the correct dll version is inside the installation package under
bind\per\ASPerl5.24.

The screenshot shown in paragraph 2.9.7.1 FaMe Perl Library shows the location where these
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files must be copied into.

2.9.8.3 PDFIib license file

The license key must be readable by the PDFIib library at runtime, otherwise it will print a
diagonal watermark over each page produced saying “www.pdflib.com”.

The license key is to be copied into a text file supplied with the installation package where it
isnamed licensekeys.txt.

Contents of this file:
PDFlib license file 1.0

# This is a license file template for PDFlib GmbH products.
# Replace the 0 in the third column with your actual license key.

PDFlib 91,2 0

The actual path and filename of this file must be specified in the file pdf report.conf. See
below.

2.9.9 Barcode libraries GD::Barcode and Barcode::Codel28

To print barcodes the FaMe PDF Writer uses the Perl modules GD::Barcode and
Barcode::Codel128. These are not included with the ActiveState Perl distribution and have to
be added manually. They are provided by FaMe as a separate package named
perl-barcode.zip.

To install these modules, copy the 2 folders GD and Barcode into the site\1ib directory of

the Perl environment. This is the same folder into which the FaMe Perl library has been copied
before.

2.9.10 Script pdf_report.pl and configuration file pdf_report.conf

The script pdf report.pl is the CGI frontend of the FaMe PDF Writer and must be copied
into the per1 folder of the application (c: \inetpub\wwwroot\<appdir>\perl) with
<appdir> being the application folder.

The configuration file pdf report.conf must be copied into the same directory. Itis a
plaintext file that defines parameters for the script pdf _report.pl.

The screenshot shown in paragraph 2.9.7.1 FaMe Perl Library shows the location where these
files must be copied into.

2.9.10.1 Script start_pdf_report.pl

In some cases, the Perl interpreter may print warnings on STDERR output which will cause
the 1S to stop the script and return a HTTP-502 error to the client.

To avoid that, an extra script named start pdf report.pl issupplied with the
installation package. This script starts another process running the Perl interpreter and the
script pdf_report.pl, sending all STDERR output to NUL.:
if (system("C:\\Perl64\\bin\\perl.exe s pdf report.pl 2>NUL") != 0) {
print "content-type: text/plain\n\n";
print STDERR "s pdf report.pl: S$err\n";
print <<EOF
Status: 500 error running s pdf report.pl
content-type: text/plain

}
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This script is optional and should only be used if the PDF Writer either permanently or
sporadically fails with HTTP-502 errors. The original script pdf report.pl shall be
renamed to s pdf report.pl in this case, and start pdf report.pl becomes
pdf report.pl

® pdf report.pl => s pdf report.pl

® start pdf report.pl => pdf report.pl

2.9.11 Basic PDF Writer configuration

The configuration of the PDF Writer is kept in the file pdf report.conf.

This file is a plain text file and must be copied into the per/ folder of the FaMe application
directory.

An initial pdf report.conf file can be created with this command line:

c:\Perl64\bin\perl -Ic:\FaMe PDF Writer 2.4.2.4\1ib pdf report.pl --create-
config

Please note that here the path to the FaMe PDWF Writer’s library must be set correctly
= (O -

o Administrator: Command Prompt

Jed sdnetpubsuvwrootsD1268Nperl

ssinetpubsuwwwrootsD1268sperlic:sPerlb4sbinsperl —Ic:~\FaMe_PDF_Uriter_2.4.2.45\1ib pdf_report.pl ——createconfig
[FaMe—-FM5 PDF UWriter Uersion 2.3.6. Date 2009 82 18

onf iguration file pdf_report.conf has been created.

ninetpubsuvwwroot \D1268Nperl>

2.9.11.1 Minimal pdf_report.conf file
Comment lines in this file start with a pound sign.

# pdf report.conf example file with minimal settings
cleanup interval = 1d

disk template directory = ../html/tmpl

font path = c:\windows\Fonts

http charset = UTF-8

image directory = ../image

language = english

log directory = logs

log file = pdf report SREMOTE ADDR.SDATETIME-ISO08601.log
log mode = debug

path2db = ../fame

path2docs = ../fame/doc/

pdf charset = UTF-8

pdf filename schema = $REPORT S$DATETIME-IS08601 $$.pdf
pdflib license file = c:\fame\pdflib\pdflib.lic
session_cookie name = SID

system charset = UTF-8

template file schema = tmpl %s.html

template form header = multilanguage/tmpl form header.html
zip logs = 1

2.9.11.2 Basic parameters in pdf_report.conf

The basic parameters are described here, and the important ones that must be checked are
marked YES in the Check column:
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Parameter

cleanup_interval

default_page_layout

disk_template_directory

font_path

http_charset

image_directory

log_directory

log_file

log_mode

path2db

path2docs

pdf_charset

pdf_filename_schema

Rev. 1.10

Description

The time after which old logfiles will be
deleted by the next run of the PDF writer

Default page size
specify DIN page sizes here; for others
see the PDF Writer’s main manual

The local directory where HTML report
templates are installed

The path to the local installation of TTF
fonts the PDF writer will use

On Windows, the usual setting is
C:\Windows\Fonts

Character set used for HTTP access to the
database.

If the database uses Unicode, this
parameter should be set to UTF-8

Local directory for additional image files
that appear in PDFs

Log directory

Must be writable by server processes run
under lIS.

Used for logs as well as temporary files.

This directory need read and write
permissions for all Windows users the
PDF Writer runs as. See 2.9.13.3
Conversion of the perl folder to an
application.

See next paragraph.

Name schema for logfiles
May contain placeholders for date, time,
IP address, process ID

none/log/debug

Log mode used by the PDF Writer
Use ‘debug’ for troubleshooting and
‘none’ for production

Virtual path to the database’s PL/SQL-
Gateway or the FaMe IS Plugin. Should
always be a relative path.

Virtual path to the database’s document
storage; analogous to path2db

Character set for PDF documents created
If the database uses Unicode, this
parameter should be set to UTF-8

Schema for filenames used for the PDFs
created

May contain placeholders for date, time,
user

9.12.2021

Check

YES

YES

YES

YES

YES

YES

YES

YES

Standard value

“14” (1 day)

A4

../html/tmpl

C:\Windows\fonts

UTF-8

../Jimage

logs

pdf_report_
SLOG_FILE_NUM.log

'none’

../fame

../Jdoc

UTF-8

SREPORT_$DATETIME-
1S08601_$$.pdf
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pdflib_license_file The location and filename of the file
containing the PDFlib license key

system_charset Operating system’s character set YES  UTF-8
Windows: usually Codepage 1252
(cp1252) Western Europe/USA.
Preferrably set to UTF-8 as well on
Windows to avoid conversion warnings.
Linux/UNIX: UTF-8 in most cases

template_file_schema Schema for filenames derived from tmpl_%s.html
report names. Used to find template files
for report formatting inside the directory
defined by disk_template_directory (See
above)

template_form_header = Name of the HTML template file tmpl_form_header.html
containing the default page header,
footer, and 1% and last page.

zip_logs 1 = zip logfiles 1
Requires optional Perl module
Archive::Zip which actually comes with
ActiveState Perl.
Silently ignored if Archive::Zip is not
installed.

2.9.12 The log directory for the FaMe PDF Writer

The FaMe PDF Writer uses a directory for logfiles and as well temporary files. This directory
must provide read, write, and delete permissions for every user under which the PDF writer is
run. Delete permission is required as temporary files are cleaned up after use, and logfiles
after an interval configured by the cleanup_interval parameter in the pdf_report.conf file.

If anonymous access to the perl directory is configured in 1IS it is the application pool user
that requires write permission. Provide full control permissions for that user on this folder.

The log directory is the one configured by the log_directory parameter in the pdf_report.conf
file.

2.9.13 [IS configuration for Perl scripts

The IIS must be configured to run Perl scripts in the application’s per/ folder. The
configuration can be done using the IIS manager or by editing the web.config file.

2.9.13.1 11S configuration for Perl using 11S Manager
To enable the execution of Perl scripts by the IIS a handler mapping has to be added.

Select the per1 folder of the application and open the Handler Mappings feature:
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D1047/perl Home
Open Feature
Filter: - 7 Go - GhShow All | Group by A = Bl Explore
295 FAMEVMO3 (MYFAMEZD12\administra . & |Groupby: Area .l
@ A . ASP.MET PP Edit Permissions...
pplication Pools =
(6] Sites 35& @ @ K\’f}‘ r’ Manage Folder @
26D Default Web Site = =] =N e T
b 7] aspnet_client NET NET JNET Error MET {NET Profile  .MET Roles  NET Trust N
b2 b\: Authorizat... Compilation Pages Globalization Levels @1 Browse 80 (hitp)
4.7 D047 5 ¢ = l @ Hep
b7 activewidgets B, ab| Online Help
-] DOC .NET Users  Application Connection MachineKey Pagesand  Providers  Session State
b ] doku Settings Strings Controls
b html
bl image =
b1 jquery SMTP E-mail =
v
1| Layer NewlLayer s "
b perftest . ) -
S s R 4 (s B
b sound o= L ?
ASP Authentic... Gl Compression  Default Directory  Error Pages
Document  Browsing
- .
@ M g
Handler HTTP Logging  MIME Types  Modules Output
Mappings Redirect Respon... Caching
o=
o=
Request S5 Settings
Filtering ||
~
<] ] RE 2] Content View
Ready L=}

Default Web Site » D1047 » perl »

4 iﬂ FAMEVMOZ (MYFAMEZ012\administra
@ Application Pools
4[] Sites
4D Default Web Site
I | aspnet_client
[‘> 71 bin
4.7 D1047
b activewidgets
[ DOC
b doku
b html
bE image
b1 jquery
b s
b Layer_Newlayer
b1 perftest
b L perl
[‘> 1 sound

<| m IHE

Handler Mappings
Add Managed Handler...
Use this feature to specify the resources, such as DLLs and managed code, that handle responses for specific AddScrptitE
request types. Add Wildcard Script Map...
Add Module Ma)
Group by: State g
Y Edit Feature Permissions...
MName Path State Path Type Handler |~
N " T : Revert To Parent
PageHandlerFactory-1SAPI-4.0.. *.aspx Enabled Unspecified IsapiMedule )
. . - - . View Ordered List...
ScriptHandlerFactoryAppServi..  *_AppService.axd Enabled Unspecified System.Web.Scri
ScriptResourcelntegrated-4.0 *ScriptResource.axd  Enabled Unspecified System.Web.Han o Help
SecurityCertificate *ocer Enabled File IsapitModule Online Help
SimpleHandlerFactory-Integra... *.ashx Enabled Unspecified System.Web.ULS
SimpleHandlerFactory-ISAPI-4... *.ashx Enabled Unspecified IsapiMedule
SimpleHandlerFactory-ISAPI-4... *.ashx Enabled Unspecified IsapiMedule
TraceHandler-Integrated-4.0 trace.axd Enabled Unspecified System.Web.Han
TRACEVerbHandler * Enabled Unspecified ProtocolSupportl
vbhtm-Integrated-4.0 *wvbhtm Enabled Unspecified System.Web.Ht,
vbhtm-ISAPI-4.0_32bit *wbhtm Enabled Unspecified IsapiMedule
vbhtm-I1SAP|-4.0_64bit *wbhtm Enabled Unspecified IsapiMedule ||
vbhtml-Integrated-4.0 *whbhtml Enabled Unspecified System.Web.Htt
vbhtml-ISAP[-4.0_32bit *wbhtml Enabled Unspecified IsapitModule
vbhtml-ISAP[-4.0_64bit *wbhtml Enabled Unspecified IsapiMedule
WebAdminHandler-Integrated... WebAdmin.axd Enabled Unspecified System.Web.Han _
WebServiceHandlerFactory-Int..  *.asmx Enabled Unspecified System.Web.Scri]
WehbServiceHandlerFactory-|| *.asmx Enabled Unspecified IsapiMedule
WebServiceHandlerFactory-IS...  *.asmx Enabled Unspecified IsapitModule
StaticFile * Enabled File or Folder StaticFileModule)
I~
< | 5]
I Content v

Configuration: 'Default Web Site/D1047/perl’ web.config
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Add Script Map

Request path:
tlpl

Example: *.bas, wsvc.axd

Executable;

B

| ChAPerlbd\bin\perl.exe "Jas" %5

Name:

| Perl sc riptl

| Request Restrictions...

| o

Cancel ‘

The double quotes around the 1% “%s” argument are important and must not be left out.

Add Script Map

Do you want to allow this ISAP| extension? Click "Yes" to add the
extension with an "Allowed" entry to the ISAP| and CGI Restrictions list
or to update an existing extension entry to "Allowed" in the ISAPI and
CGl Restrictions list,

Cancel |

2.9.13.2

Authentication setting for the perl folder

The Perl programs should run as an application pool user. Integrated Windows authentication
would complicate things here as the Perl programs write and delete logs and temporary files.

For this reason anonymous authentication is recommended for the perl folder.
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2.9.13.3 Conversion of the perl folder to an application
The perl folder shall be converted to an application. This provides

e starting of the Perl interpreter with the correct current directory

e ability to choose a specific Windows user to run Perl scripts

2 Internet Infq

e C | | » FAMEVMO3 » Sites » Default WebSite » D1047 » perl »

File  View Help

Connections - |
Q-2 IR | D1047/perl Home
P HE Start Page )
- Filter: - G
4.9 FAMEVMO3 (MYFAME2012\adhministra | °
[} Application Poels ASP.NET
a- .;:,; Sites . N .{%{_
A4 @ Default Web Site § R 404
[~ | aspnet_client MET MET .MET Error
|> 7 bin Authorizat... Compilation Pages
4.7 D1047 P —
o of—
I - | activewidgets L.E_?_é ab|
b 7 boc MET Users  Application  Cennection
p - doku Settings Strings
B[ | html
- image =
b~ jquery SMTP E-mail
b s
I -] Layer_Mewlayer
b perftest s
: ) Explore ok N CGI
b | ’ 1
Edit Permissions... Authentic... CaGl

f‘ Convert to Application |

& Add Application... e

- i i el

#|  AddVirtual Directory... r HTTP HTTP
Manage Folder 5 gs Redirect Respon...

i3  FRefresh %

2 Switch to Content View t 5L Settings

Site name:  Default Web Site

Add Application ]

Path: /D047
Alias: Application pool:
Iﬁ | |Defaultnppl300| | | Select...

Example: sales

Bhysical path:
| Chinetpub\wwwroot\D104 M\ perl

Pass-through authentication

| Connect as... | | Test Settings...

[] Enable Preload

| OK | | Cancel

In the Add Application dialog the values shown have been preset automatically.

Settings:
e Alias: use the default alias set by this dialog
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e Physical path: use the default path set by this dialog

e Application pool: the default settings may be used. Please note that the application
pool user requires read, write and delete permissions on the folder perl\logs.

e Connect as: Use pass-through

Connect As _

Path credentials:

() Specific user:

@ Application user (pass-through authentication)

QK Cancel

The Windows user setting for the perl application folder is important for user permission
requirements on the PDF Writer’s log directory per/llogs. The Windows user choosen requires
read and write access as the PDF Writer will create log files as well as temporary files in its
log directory, and each time the PDF Writer is started it will try to delete old logfiles.

If the setting Application user is used together with anonymous authentication for the per/
folder only the application pool identity will need to have read and write access to the log
directory.

If the setting Application user is used together with integrated Windows authentication for the
perl folder all application users will need to have read and write access to the log directory.

The log directory is configured as 1og directory parameter in the file pdf report.conf. See
2.9.11 Basic PDF Writer configuration.

2.9.13.4 11S configuration for Perl in web.config

Alternately, the web.config file can be changed to set up the configuration for Perl scripts:

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<system.webServer>
<handlers>
<add name="Perl script" path="*.pl" verb="*"
modules="CgiModule" scriptProcessor="C:\Perl64\bin\perl.exe
&quot; $s&quot; %$s" resourceType="File" />
</handlers>
</system.webServer>
</configuration>

This very short file was actually created using the IIS manager inside the perl folder itself.

The handler configuration may be integrated into the <handlers> section of the web.config
file in a superior level directory as the FaMe application does not use any Perl script outside
of the per1 folder.

This configuration does not contain the conversion of the per1 directory to an application, so
that step should be done using the IIS manager.
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2.9.14 Testing the FaMe PDF Writer

To test the installation of the FaMe PDF Writer log in as an administrative FaMe user.
Manually change the URL to
http://myserver/application/perl/pdf report.pl

If your application is inside the virtual path /D1047, the PDF Writer will be in
http://myserver/D1047/perl/pdf report.pl

The following page should be shown:
r& FaMe-FM5 PDF Writer 2.0 - Mozilla Firefox .
=SB S a—

FaMe-FM5 PDF Writer 2.0

Program version

Version number: 2.4.2.2
Date: 2012 10 16

Version infermation

Script name: pdf_report.pl
Archive date: 1€.10.12 17:17
Rewvision
43
number:
Server Timue =
plattform:
Server name: fameZ0
Perl version: 5._008004
HTTP searver Oracle HTTP Server Powered by ZApaches1 .3 22
software: {Unix) mod plagl/3.0.5.3.3b PHR/5.0.4
HTTP protocol: CEI/1.1
Menu
Setup, Test

local configuration

Modules list version information

CGl test page PDF writer

CGl test page graphics module

Database connection test

(requires valid login)

Test cross table demo from database

(requires valid login, HTML template and demo data)

retrieve logfile
Documentation

Overview, Installation (in German}
Reference guide (in German)
release notes (in German)

CGl and command line parameters

I ar mada and DAEC fila Aarid catun

On this page click onto the link database connection test. The resulting page will show the
results:

Rev. 1.10 9.12.2021 Page 75 of 85



FaMe-11S-Plugin 3.0 for 11S8 and newer and FaMe PDF Writer — Installation guide

f -
@ FaMe-FM5 PDF Writer: database connectivity test - Mozilla Firefox = B
i . | e @ | L o

Q, Search

FaMe-FM5 PDF Writer
PDF Writer main page

Database connectivity test: 4 of 4 tests successful.
Time: 14.08.2018 16:36:37

Tests calls to procedures in the virtual path setup inside the configuration file.
This test cannot be performed completely without a vaild FaMe system session.

Log on if necessary.
The basic connectivity test and the version number check for database components can be done without logging on as well.

m

The following configuration items need to be set up correctly for this test to succeed:

« path2db: virtual path to the database
Is always displayed as complete path even if set up as relative path-
* segaicn_procedure: Session data retrieval procedure
» veraiecn procedure: package version retrieval procedure
» report_config procedure: report configuration retrieval procedure
+ 3gl_data procedure: data refrieval procedure
* pdf_support_pak_cockie * parameters: PDF Writer-to-database authentication
« security lewvel: security level for PDF Writer access
* security lewvel sgl: security level for direct SQL passed to PDF Writer

The basic web server setup for the database connection must be functional (Apache + mod_plsgl or 115 + FaMe 1S Plugin) It can be checked using a
special test page (but maybe disabled on your system).

Back to the application Logout
Test 1: Version of PDF_SUPPORT PAK

TEST: OK

path2db http://fame20:80/international /fame

Configuration parameters:

ey — pdf_support_pak_http get_version

Revision : 27
Last changed (LAST DDL TIME} : 20.0&8.2018 14:47:18

Result :

Test 2: Session data

TEST: OK

The first 3 of these tests must succeed while Test 4 may fail for reasons that are not caused by
the PDF writer.

If the first 3 of these tests where successful return to the menu page and click onto the link
Test cross table from database. A popup should open now and display the results of a demo
PDF that is based on a special table with test data:
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This test requires the template file pdfdata.test-avstand-sverige.html to be installed in the
directory configured as disk_template_directory in the pdf_report.conf file (or one of its
subdirectories).

2.9.15 PDF Writer troubleshooting

This paragraph is identical with the text file FaMe-
FM5.pdf_report_generator.troubleshooting.en.Rev.0.txt.

This section covers the following errors situations:
e PDF Writer error 1009
e PDF Writer error 1301
e HTTP-403/Forbidden
e HTTP-500 Internal Server error
e HTTP-502 Internal Server error
e "You do not have permission to access this URL."

2.9.15.1 PDF Writer error 1009

Case 1: HTTP-403 on the database side

FaMe-FM5 PDF Writer

In the production of the PDF document, an error has occurred.
Error Number: 1009

text:

Error during HTTP access to the URL
http://server/path/fame/<procedurename>

>>> Error: 403 Forbidden. <<<
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Possible causes:
e The current PDF-Writer security settings forbid the access

e The current PDF-Writer security settings are out of sync with the PDF writer security
settings inside the database

e The use of the PDF Writer cookie in communication with the database is enabled, but
the system clocks between the web server and database server differ too much

Case 2: HTTP-500 on the database side

FaMe-FM5 PDF Writer

In the production of the PDF document, an error has occurred.
Error Number: 1009

text:

Error during HTTP access to the URL
http://server/path/fame/<procedurename>

>>> Error: 500 Internal Server Error <<<

There was an error calling a database-side PL/SQL procedure. The called procedure or
package may have an invalid compilation status, or a runtime error occurred inside the
database.

Case 3: HTTP-500 on the database side

FaMe-FM5 PDF Writer

In the production of the PDF document, an error has occurred.
Error Number: 1009

text:

Error during HTTP access to the URL
http://server/path/fame/<procedurename>

>>> Error: 503 Service Temporarily Unavailable <<<

The database is down or not available via the webserver.

2.9.15.2 PDF Writer error 1301
This error may be caused by
e A misconfiguration of a report or printing function. Contact FaMe support in this case.

e The security_level_sqgl setting inside the pdf report.conf file does now allow the
PDF Writer to accept SQL statements from the client.
A setting of ADMIN restricts this to administrative FaMe users (these are not
administrative Windows users).
A setting of MAX entirely disables the evaluation of client-side SQL statements.
Usually, security_level sql=MAX is the recommended setting.

2.9.15.3 HTTP-500 Internal Server error

The execution of the Perl interpreter or execution of the Perl script pdf report.pl failed.
Check the 11S configuration and the path to the Perl interpreter. Additionally, you might try to
run the script pdf report.pl from the command line:

cd \inetpub\wwwroot\path2app\perl
perl pdf report.pl --help

This just prints the online help. Try this as well:
perl pdf report.pl --list-all-libs
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If there is any problem with the Perl and/ or library installation there should be an error
message.

2.9.15.4 HTTP-502 Internal Server error

The HTTP-502 error is a special error thrown by IIS of the CGI program started prints
messages to STDERR. It may be necessary to use the script start pdf report.pl thatis
explained above: 2.9.7.3 Script pdf_report.pl.

2.9.15.5 "You do not have permission to access this URL."

This is a message by the FaMe PDF Writer returned when there is no valid FaMe user
session. Log in to FaMe and try again.

2.10Setting up the FaMe Graphics module

The FaMe Graphics Module provides several types of pie, bar, and line charts plus a few
special forms like panel meter-like displays. It is an optional extension to the FaMe
application and is basically an interface to the Perl Chartdirector library by Advanced
Software Engineering Ltd.

2.10.1 Requirements
The FaMe Graphics module requires
e The FaMe Perl library
e The Perl Chartdirector library
e The script fm5_chart.pl
e For IIS only: the script start_fm5_chart.pl
e The configuration file fm5_chart.conf
e An Oracle client
e For testing the FaMe PDF Writer must be installed as well as it provides the test page

Note: the FaMe PDF Writer provides the test page, but the PDFlib library required to print
PDFs is not used by the Graphics module.

2.10.2 The Perl Chartdirector library

The Perl Chartdirector library is available for download at
https://www.advsofteng.com/download.html

On that page scroll down to the ChartDirector for Perl section and choose the version for 64
Bit Windows. It is the file chartdir_perl_win64.zip.

To install it, extract the zip file and copy these files into the site\lib folder of the Perl
environment. This is the same folder into which the FaMe Perl library has been copied before.

Files to copy:
e ChartDirector\lib\*.dll
e ChartDirector\lib\perlchartdir.pm

The screenshot shown in paragraph 2.9.7.1 FaMe Perl Library shows the location where these
files must be copied into.
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2.10.3 Scripts fm5_chart.pl and start_fm5_chart.pl

The script £m5 chart.pl is the FaMe Graphics module. It uses the FaMe Perl library and
the Perl ChartDirector library. Configuration is in file fm5 chart.conf.

On Windows, a special script start fm5 chart.pl is required to start this script as it
prints to STDERR, causing the IIS to report a HTTP-502 error. To actually use it, it must be
renamed to fm5 chart.pl and start fm5 chart.pl must be renamed to

s _fm5 chart.pl:

¢ fm5 chart.pl => s fm5 chart.pl
® start fm5 chart.pl => fm5 chart.pl

Before renaming check the file contents. Script start fm5 chart.pl is very shortand
contains the line
if (system("C:\\Perl64\\bin\\perl.exe s fm5 chart.pl 2>NUL") != 0) ({

while the original £m5 chart.pl script contains this Source Safe header:

# SHeader: /5068.PDF-Writer/cgi/fm5 chart.pl 2 16.10.12 17:04 Elwood $
# SRevision: 2 $
# SDate: 16.10.12 17:04 $

Both scripts are Perl scripts and require the IS to be configured to run them using the Perl
interpreter. The configuration is described above for the FaMe PDF Writer. See 2.9.13 11S
configuration for Perl scripts. If the FaMe PDF Writer setup is already done no extra I1S
configuration is required.

The script requires an Oracle client as well. As long as an Oracle client is already in place as
required by the FaMe 11S plugin no extra action needs to be taken.

The Oracle client’s version is uncritical as the interface used is the Perl modules DBI plus
DBD::Oracle which internally uses the Oracle Call Interface (OCI).

2.10.4 Configuration file fm5_chart.conf

The FaMe Graphics Module is configured using the file fm5_chart.conf.

It is a plain text file. Comments start with a pound sign ‘#.

The parameters are described here, and the important ones that must be checked are marked
YES in the Check column:

Parameter Description Check Standard value

tns_hostname Either a real TNs hostname that is YES  None, setup this up manually
configured inside the tnsnames.ora file
or an Oracle “EZ configuration” string:
server:port/Instance
e.g.
famedbserver:1521/FAMEDB

db_username Database username YES  Always FAME_WEB
db_password Database password YES
db_charset The character set to use, 1ISO form, not YES UTF-8

Oracle form. Typically UTF-8

env.NLS_LANG The NLS_LANG variable to use by the YES  AMERICAN_AMERICA.AL32UTF8
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Oracle client

env.FONTPATH The path to the font files C:\windows\fonts
If the standard Windows fonts are used
this parameter may be commented

logfile The name of the logfile, may contain fm5_chart.%y%m%d.log
patterns for date and time
Compare the pattern used by the POSIX
function strftime for more information

log_mode The log mode. Choices are none, log, None
verbose, debug

log_dir The log directory to use. Must be YES  Logs
writable by all users this module runs
as.
Compare section 2.9.12 The log
directory for the FaMe PDF Writer.

2.11Testing the FaMe Graphics Module

To test the installation of the FaMe PDF Writer, log in as an administrative FaMe user.
Manually change the URL to
http://myserver/application/perl/pdf report.pl

If your application is inside the virtual path /D1047, the PDF Writer will be in
http://myserver/D1047/perl/pdf report.pl

The following page should be shown:
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-
Q FaMe-FM3 PDF Writer 2.0 - Mozilla Firefox

OF www3.myfame.de/finternatic

E Q, Search

FaMe-FM5 PDF Writer 2.0

Program version

local configuration

Modules list version information

CGl test page PDF writer

CGl test page graphics module
Database connection test

(requires valid login)

Test cross table demo from database

retrieve logfile
Documentation

Overview, Installation (in German)
Reference quide (in German)
release notes (in German)

CGl and command line parameters

I Aar mada and DAEC fila Aarid catun

Version number: 2.4.2.2

Date: 2012 10 16
Version infermation

Script name: pdf_report.pl

Archive date: 16.10.12 17:-17

Rewviaion

number: S

Server T e

plattform:

Server name: famezd

Perl version: 5_008004

HTTP server Oracle HITP Server Powered by Zpaches1.3.22

software: {Unix) mod plsgl/3.0.5.8.3b PHP/5.0.4

HTTP protocol: CEI/1.1
Menu

Setup, Test

(requires valid login, HTML template and demo data)

m

On this page click onto the link CGI test page graphics module. The resulting page will be

shown:
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.
Q FaMe-FM3-Grafikmodul: Testseite far die Programmparameter - Mozilla Firefox | S

| I‘-!mm uk Testsete' X | +
& ‘.wﬁ OF www3.myfame.de/internatio

« SOL-ID und Abfrage/Vor-und Nachbearbeitung

« Nummer der TMP QUERY-Tabelle, erster und letzter Datensatz
« Grafik-ID und Formatierungsoptionen

« Optionen Fehlerbehandlung Grafikmodul

« Standardsymbole

START ohne Grafikparameter

m

SQL-ID und Abfrage/Vor-und Nachbearbeitung

Parameter Eingabe Beschreibung

Sl T ID des SELECT-Statements in TBL_FM5_SQL

gedndertam: geandertvon:

Auswahlliste SQL_NUMBER: SQL-Felder
-auswihlen- - Liste Zeigen

aktualisieren

Sonderparameter, Nummer der TMP_QUERY-Tabelle, erster und letzter Datensatz

q I:l Nummer der auszuwertenden TMP_QUERY-Tabelle
first_row |:| Laufende Nummer des ersten auszuwertenden Datensatzes aus der Abfrage

max_rows |:| Max. Anzahl der auszuwertenden Datensitze aus der Abfrage

Formatierungsoptionen

Hinweise:
Koordinaten und Grien sind stets in Pixel anzugeben.
Farben sind entweder die Metscape-Farben wie im PDF-Writer oder hexadezimale Farbwerte wie #112233.

Parameter: typspezifisch » [_| mitTypenliste | speichemn | [ riicksetzen | [ laschen | [ als XML abrufen | [ Alle als XML abrufen |

grafik_id ‘ | ID der Grafik-Konfiguration in TBL_FM5_GRAPH

gedndert am: gedndert von: 'lJ
(There is currently no translation available for this page)
On this page choose
e Auswahlliste SQL_NUMBER: AVSTAND_SVERIGE#1
e Auswahlliste Grafik-1D: AVSTAND_SVERIGE#1

Click the Start link to start the test. The result should look like this:

b
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€ E
@ FaMe-FM5-Grafikmodul: Testsei arameter - Mozilla Firefox = ‘ =
5 ) ‘; 7_‘ e ”
& () G w r3.myfame.de/international/perl/pdf_re 90% LI R d Q search \
« SQL-ID und Abfrage/Vor-und Nachbearbeitung I Umed 0 Halland i =
+ Nummer der TMP_QUERY-Tabelle, erster und letzter Lycksele B Jamtland
Datensatz B tersund B Lappland
« Grafik-ID und Formatierungsoptionen Malmo @ Medelpad
« Optionen Fehlerbehandlung Grafikmodul Ystad 0 Norrt
+ Standardsymbole [ Helsingborg B Narke I
Karlskri;m a Ské'ne ! =
Halmstad 8 Sméland
Sundsvall O Sad land
Kalmar @ Sad land och Uppland
o Hudiksyall 4 @ Uppland =
Goteborg - @ Varmland
Ornskoldsvik O Vasterb
Vixjo B Vi d
Boris =] i och Bohuslan
Karlstad oA land
Jonkogifg O O land 4‘
" Stockholm -
Gavle
Vastervik
Falun
(=g “”3_“?" [—' i B =l
| Linkoping - | !
Norrkoping
Borlinge
Orebro
llykbp.im_; 1 - —_— = =
START ohne Grafikparameter en | | — - - [ ‘ |
0 500 1000 1500
‘Genomsnitlig distans till andra stader
SQL-ID und Abfrage/Vor-und Nachbearbeitung
Parameter Eingabe Beschreibung
Sal nun AVSTAND_SVERIGE#1 ID des SELECT-Statements in TBL_FM5_SQL
geandert am: 1300320000000 geandert von: install
Auswahlliste SQL_NUMBER: SQL-Felder zeigen
AVSTAND_SVERIGE#1 Standardtest Grafikmodul: AVSTAND_SVERIG... ~  Liste aktualisieren

If this result is not shown look for the parameter image_type on the page. If this is set to svg,
try again with png or jpg.
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